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NONOXEHUE
«O MNOJIMTUKE B OTHOWEHWN OBPABOTKU N 3AWLUTbLI NMEPCOHAIbHBIX JAHHbLIX
CUCTEMbI OEPA3OBAHNA TAMMbIPCKOIO JONMTAHO-HEHELIKOIO
MYHULIMMNANBHOIO PAVIOHA»

1. OBWKME NOJNTOXXEHNA
1.1. TepmuHbI u onpedeneHus

lMepcoHanbHble AaHHble - nbas MHPOpMauMs, OTHOCALLAACH K NPAMO Unn
KOCBEHHO oOnpedeneHHoMy wunu onpegensgemomy duandeckomy nuuy (cybbekTy
nepcoHanbHbIX AaHHbIX).

O6paboTka nepcoHanbHbIX AdaHHbIX - noboe p[genctene (onepauus) wunu
COBOKYMHOCTb AEWCTBUIN (Onepaunin), COBEpLUAEMbIX C WCMNOMb30BaAaHMEM CpPeACTB
aBTOMaTU3auumn unm 6e3 MCnonb3oBaHUS TakMxX CPeACTB C NEePCOHaNbHbIMU OAaHHBIMN,
BKMoYyaa cbop, 3anucb, cCUCTEMATU3aUMIO, HaKOMMEHWe, XpaHeHue, YTOYHeHue
(obHoBnEHME, N3MEHeHNe), N3BneYeHune, ncnonb3oBaHue, nepegavy
(pacnpocTpaHeHue,npegocTaBneHme, Aoctyn), obeanunumBaHue, OnoknpoBaHue,
yAaneHue, yHUYTOXEeHNE NepCcoHarnbHbIX AaHHbIX.

ABTOMaTM3MpoBaHHass o00paboTka nepcoHanbHbIX [AaHHbIX — 0bpaboTka
NnepCcoHanbHbIX AaHHbIX C MOMOLLbIO CPEACTB BblYNCIUTENBHON TEXHUKN.

PacnpoctpaHeHne nepcoHanbHbIX [AaHHbIX - OENCTBUSA, HanpasfieHHble Ha
pacKkpbITUE NepCcoHarnbHbIX AaHHbIX HEONPeAENEeHHOMY KPYry fuLl.

lMpepocTaBneHne nepcoHanbHbIX [AaHHbIX - OEWCTBUS, HanpasfieHHble Ha
pacKkpbITUE MepPCOHanbHbIX AaHHbIX ONPeAeneHHOMY Nuuy UM onpeneneHHoOMy Kpyry
nmu.

BrnoknpoBaHne nepcoHanbHbIX AaHHbIX - BPEMEHHOE NnpekpalieHne obpaboTkm
nepcoHanbHbIX AaHHbIX (3a UCKITOYEHMEM cryvaeB, ecnim obpaboTka Heobxoanma ans
YTOUYHEHUNS NEPCOHArbHbIX AaHHbIX).

YHUYTOXEHNE NEepCOHanbHbIX AaHHbIX - OEWCTBUS, B pesyrnbTaTte KOTOpPbIX
CT@QHOBUTCA HEBO3MOXHbIM BOCCTAaHOBUTb COAEPXaHWe MepPCOHamnbHbIX AaHHbIX B
MH(POPMALMOHHON CUCTEME NEepPCOHarbHbIX AaHHbIX U (UNKM) B pesynbTaTe KOTOpbIX
YHUUTOXAKTCA MaTtepuarnbHble HOCUTENN NEPCOHanNbHbIX AaHHbIX.

O6es3nnumBaHne nepcoHasrbHbIX OAaHHbIX - AEACTBUSA, B pes3ynbTaTte KOTOPbIX
CT@HOBUTCA HEBO3MOXHbIM 6€3 WCMNoNb30BaHUA LOMOSHUTENbHOW MHGOPMaunn
onpefenutb  MNPUHAANEXHOCTb MNEepPCOHasnbHbIX AaHHbIX KOHKPETHOMY CYyObekTy
nepcoHanbHbIX AaHHbIX.

MHdopmMmaumoHHas cuctemMa  MNepCoHarnbHbIX  OaHHbIX —  COBOKYMHOCTb
cogepXawmxca B 6asax AaHHbIX MNEepCcoHanbHbIX AaHHbIX U obecneynBaromMX KX
06paboTKy MHPOPMALMOHHBIX TEXHONOMMIN N TEXHUYECKUX CPEACTB.

1.2. HasHaueHue u npagoeasi ocHoea OOKyMeHma



Monuntnka YnpaBnexwuss obpasoBaHna AgMuHucTpaumm Tanmbipckoro [JonraHo-
HeHeukoro MyHuuMnanbHOro pavoHa (ganee — YnpasneHune o6pa3oBaHus)
onpegensieT cucteMy B3rMAgoB  Ha npobnemy obecneveHus  6e3onacHoCTm
nepcoHanbHbIX AaHHbIX W nNpeacTaBndetr cobon cucTteMaTu3MpoBaHHOE WU3NOXeHue
uenen n 3agay 3awuTbl, Kak OAHO MMM HECKONbKO MpaBwusl, nNpoueayp, NpakTUYecknx
NPYEMOB U PYKOBOOALWMX MPUHUMNOB B 06ractm WHGOpMauNoOHHOW Ge3onacHOCTH,
KOTOpPbIMU PYKOBOACTBYETCS YnpasneHne obpas3oBaHMs B CBOEW OEATENbHOCTW, a
TaKke OCHOBHbIX MPUHLMMOB MOCTPOEHUS OpPraHM3aLMOHHbIX, TEXHOMOrMYeckux W
npoueaypHbIX acnekToB obecneyeHns 6€30nacHOCTN NEPCOHANbHbIX AAHHbIX.

3akoHogaTeNnbHOM OCHOBOM HacTosLwen MNonuTukn aBnaTCS:

. KoHcTutyums Poccuinckon degepaumn,

o depepanbHbIn 3akoH oT 10.06.1992 Ne3266-1 «O6 obpazoBaHUny,

o depnepanbHbIn 3akoH 0T 29.12.2012 Ne273-d3 «O6 obpasoBaHmm B Poccuimnckon
depepaummn», BcTynatowmm B cuny ¢ 1 ceHtabpsa 2013 roaa,

° ["paxkgaHcKknin, YronoBHbIN U TpyaoBOM KOOEKCHI,

. depnepanbHbIn 3akoH oT 27.07.2006 Ne 152-03 «O nepcoHarnbHbIX AaHHbIXY,

. MoctaHoBneHnune [paButensctBa Poccuinckon ®epepaummn ot 01.11.2012 Noy

1119 «O6 yTBepxaeHun TpeboBaHWM K 3almTe NepcoHarnbHbIX AaHHbLIX MPU KX
06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHATbHBIX AAHHbIXY,

. MoctaHosneHwue lNpasutenbctea Poccunckon ®epepaumm ot 21.03.2012 Ne 211
«O0 yTBEPXKOAEHUN NEPEYHST MeP, HanpaBrieHHbIX Ha obecneyeHne BbINOMHEHNS
o6a3aHHOCTEN, npenycMOTpeHHbIX PeaepanbHbiM 3akoHOM «O nepcoHanbHbIX
AAHHbIX>».

o Mpukas ®CTIK Poccum ot 05.02.2010 Ne 58 «O6 yTBEPKOEHUN NMOSIOXEHUS O
MeTogax M cnocobax 3awmtbl MHpOpMaUMM N UHAPOPMALMOHHBLIX CUCTEMAX
nepcoHanbHbIX AaHHbIXY», NMCbMO deaepanbHOro areHTcTBa nNo ob6pasoBaHuUIo OT
29.07.2009 Ne 17-110 « O6 obecneyeHnn 3aLmTbl NEPCOHANbHbIX AAHHbIX»,

. MoctaHoeneHue lMNMpasutenbctea Poccunckon ®egepaumm ot 15.09.2008 Ne 687
«OB6 ocobeHHOCTsAX 06paboTKM nepcoHanbHbIX AaHHbIX, ocyliecTensiemon 6e3
NCnonb30BaHNA CPeACcTB aBTOMaTM3aunny,

o OpPraHn3aumoHHO - pacnopsauTenbHble  OOKYMEHTbl, pernameHTupyroLme
opraHmsaumio  pabot no 3awmte  KOHMMAEHUManbHOW WHopMauun wu
nepcoHanbHbIX AaHHbIX B YNpaBrneHun obpa3oBaHus.

Wcnonb3oBaHne paHHOW [loniMTMKM B KayecTBe OCHOBbI M9 MNOCTPOEHUs
KOMMIEKCHON CUCTEMbI MHGOPMALMOHHOM 6e30MacHOCTM MNepCoHanbHbIX OaHHbIX
YnpaBneHusa obpasoBaHUs NO3BOSIUT ONTUMU3NPOBATL 3aTpaTbl HA ee NOCTPOEHNE.

Mpn paspaboTtke [MOAUTUKM YYUTBIBANMCb OCHOBHbIE MNPUHLUMUMBI CO34aHUS
KOMMNIEKCHbIX cucTeM obecnedyeHns 6e3onacHOCTU UHGOPMaUUK, XapaKTepUCTUKU U
BO3MOXHOCTU OPraHm3aumoOHHO-TEXHUYECKMX METOAOB M COBPEMEHHbLIX annapaTHoO -
NPOrpaMMHbIX CPEeACTB  3aliMTbl M NPOTUBOAENCTBUSA yrpo3am 6Ge3onacHOCTU
MHopMauuu.

OcHoBHble nonoxeHus MonuTukn 6asupyroTcs Ha KayeCTBEHHOM OCMbICIIEHUN
BOMpOCOB 6e30nMacHOCTU UHOpMaUUn 1 He 3aTparmBarT BOMNPOCOB IKOHOMUYECKOro
(KOrIMYECTBEHHOIO) aHanu3a puckoB U 060CHOBaHNA HeOBXOoOUMbIX 3aTpaT Ha 3auTy
NHdopMaLun.

2. OBBEKTbI 3ALLNTbI

OcHoBHbIMKM 0BbeKkTaMn cucTembl He30MacHOCTU NepcoHarnbHbIX AaHHbIX B
Ynpasnexwun obpasoBaHus U NOABEOOMCTBEHHbIX Obpas3oBaTerbHbIX YUYpexaeHUsX
ABNAOTCA:



- MHMOPMALMOHHbIE pecypcbl C OFpaHWYeHHbIM [OCTYMNOM, Ccoaepxalue
NnepcoHanbHble AaHHbIE;

- npoueccbl 06paboTkN NepcoHarnbHbIX AaHHbIX B MHOPMAaLMOHHOW cucTeMe
NnepcoHanbHbIX AaHHbIX YnpaBrneHuss obpasoBaHusi, obpasoBaTerbHbIX YyYpexaeHuin,
MHOPMAaLMOHHbIE TEXHONOMMM, pernamMeHTbl U npoueaypbl cbopa, 06paboTky,
XpaHeHus1 U nepedayn MHdopmauuu, nepcoHan pa3paboTyMKOB M Monb3oBaTenen
cUcCTeMbl U ee 06CNyKMBaKLLMI NepcoHarT;

- MHGOPMaLMOHHAs MHAPACTPYKTypa, BKM4YawowWwas cuctembl 0bpaboTkn u
aHanus3a WHdopmauum, TexXHUYeckne W nporpaMMHble cpeacTBa ee o6paboTku,
nepegayn u oTobpaxeHuWsi, B TOM YMCre KaHanbl WMH(OpMaUMOHHOrO obMeHa Wu
TENEeKOMMYHUKaUUN, CUCTEMbl W CPEeACTBA 3alUMTbl MHpopMauuM, OOBLEKTbl W
NMOMeLLEeHNsl, B KOTOPbIX pacriofioXeHbl TeXHW4Yeckme cpeactea obpaboTku
NepcoHanbHbIX AAHHbIX.

3. UENM " 3AOAYN OBECINEYEHNA BE3OMNACHOCTWN NMEPCOHAJIbHbBIX
AAHHbIX

3.1. UHmepeckl 3ampazusaeMbix cybbeKkmoa UHOopMalyUOHHbIX OMHOWeHUU

Cybbektamn WHOPMAUNOHHBLIX OTHOLWEHUA npu obecneyeHun Ge3onacHOCTU
nepcoHanbHbIX AaHHbIX YnpasneHnsa obpasoBaHUA ABMASIOTCS:

- YnpaBneHue obpasoBaHusi, Kak COBGCTBEHHNK MHGOPMaLMOHHbIX PECYPCOB;

- PYKOBOACTBO W COTPYOHUKWM YnpaBneHws obpa3oBaHWsl, B COOTBETCTBUM C
BO3M0XEHHBIMW Ha HUX (PYHKUMSMN;

- yyawmecs obuieobpasoBaTeribHbIX yYpEXAEHUA U BOCMIMTAHHUKN OOLIKOSbHbIX
obpasoBaTenbHbIX  YYPEXOAEHUM,  yyalumecs  yuypeXxaeHuh  OOMOSHUTENbHOro
obpasoBaHus;

- rpaxgaHe, obpawatowimecs B YnpaBneHue o6pa3oBaHUA MO BOMpoOcaM,
OTHOCSALUMMCS K KOMNEeTeHUnn YnpasneHus obpasoBaHus.

MepeuncneHHble CyObEKTbI MHPOPMALMOHHBLIX OTHOLLEHUI 3anMHTepecoBaHbl B
obecneyeHun:

- CBOEBPEMEHHOro A0CTyna K HeobxoAMMbIM UM NepcoHanbHbIM AaHHbIM (MX
AOCTYMHOCTK);

- OOCTOBEPHOCTM  (MOSMHOTbI, TOYHOCTM, AAEKBATHOCTW,  LIENOCTHOCTK)
nepcoHanbHbIX AAHHbIX;

- KOHUAEHLMANBbHOCTK (COXpaHeHUs B TaHe) NepCoHarnbHbIX AAHHbIX;

- 3aWMTbl OT HaBA3bIBAHUA WM JIOXHbIX (HEOAOCTOBEPHbIX, WCKaXXEHHbIX)
nepcoHanbHbIX AaHHbIX;

- pasrpaHn4yeHusi OTBETCTBEHHOCTW 3a HapyleHua ux npaB (MHTEepecoB) W
yCTaHOBMEHHbIX NpaBu obpaLleHnsa ¢ NnepcoHanbHbIMMU AAaHHLIMU;

- BO3MOXHOCTW OCYLUECTBIIEHUS HEMPEpPbIBHOrO KOHTPONA W  ynpaBrieHus
npoueccamn 06paboTkm 1 nepegayn NepcoHarnbHbIX 4aHHbIX;

- 3aLlMTbl NePCOHasnbHbIX AAHHbBIX OT HE3AaKOHHOIO PacnpoCTPaHEHMS.

3.2. Lenu 3awumsl

OcCHOBHOWM UENb, Ha OOCTUXEHME KOTOPOW HarmpasfeHbl BCE MNOSNOXEHUs
HacToswen MNonuTukn, ABnseTcs 3awmuTta CyObekToB MHOPMALMOHHBIX OTHOLLEHWN
YnpaBneHnsa obpas3oBaHMss OT BO3MOXHOMO HaHECeHUss WM  MaTtepuarnbHOoro,
PU3NYECKOro, MOparnbHOro UM WHOro yuwepba, NOCpeacTBOM  CIyYanHOro unu
npegHaMepeHHOro BO3OeNCTBUSA Ha NepcoHarbHble AaHHble, NX HOCUTENW, NPOLECChI
06paboTkn n nepegaun.

YkazaHHas uUenb [JocTuraeTcs nocpeacTtBoM obecnevyeHnss U NOCTOSIHHOro
nogaepXxaHus cnegyowmx CBOUCTB NepCoOHanbHbIX aHHbIX:



- [OOCTYNHOCTW MNepcoHanbHbIX [JaHHbIX AOns  ferarnbHbIX MOnb3oBaTenen
(ycTonuymBoro  (pyHKLMOHNPOBAHUSA WHPOPMALMOHHBLIX  CUCTEM  YNpaBneHus
obpas3oBaHMs, NpuM KOTOPOM MOMb30BaTENM WMEKT BO3MOXHOCTb  MOSTyYEHUS
HeoBX0aUMbIX NEPCOHarbHbIX AAaHHbIX U pe3ynbTaToOB peLUEeHNs 3a4ay 3a npuemriemoe
ANS HUX Bpems);

- LIeSIOCTHOCTM M ayTEHTUYHOCTU (MOATBEPXKAEHME aBTOPCTBA) NEepPCOHarnbHbIX
AAHHbIX, XpaHUMbIX N obpabaTtbiBaeMblXx B MH(POPMALMOHHBLIX CUCTEMAX YNpaBneHus
obpasoBaHna 1 nepegaBaeMoin No KaHanam CBA3y;

- KOH(MUAOEHUMANbHOCTU - COXPaHeHMa B TanHe onpeaeneHHOn 4acTtu
nepcoHanbHbIX AaHHbIX, XpaHUMbIX, obpabaTbiBaeMbiX 1 nepeaaBaeMbiX Mo KaHanam
CBA3N.

Heobxoanmbii ypoBEHb AOCTYMHOCTW, LIENOCTHOCTUM M KOHMAEHUMANbHOCTU
nepcoHanbHbiX AaHHbIX obBecneymBaeTCs COOTBETCTBYHOLUMMMN MHOXECTBY 3HAYMMbIX
yrpo3 Metogamu 1 cpecTBamum.

3.3. OcHosHble 3adadyu cucmembl obecriedeHuUsi be3ornacHocmu repcoHasrbHbIX
OaHHbIX

[nsa QOCTUXKEHMUs OCHOBHOW LIENW 3alumTbl U obecnevyeHns ykasaHHbIX CBONCTB
nepcoHanbHbIX [OaHHbIX cuctemMa obecnedyeHnss WHgOpMaUnoHHOM Ge3onacHoOCTH
YnpaBneHna obGpasoBaHus gomkHa  obecneymBaTb  9(PPEKTMBHOE  peLleHue
crneayroLmnx 3agau:

- CBOEBPEMEHHOE BbISIBIIEHME, OLIEHKa W NPOrHO3MPOBaHUE WMCTOYHUKOB Yrpo3
NHOPMaUNOHHOM ©e30MacHOCTU, MPUYMH U YCITOBUMK, CNOCOBCTBYIOLLMX HAHECEHUIO
yuiepba 3anHTEpecoBaHHbIM CyObekTamM MHPOPMAaUMOHHbLIX OTHOLUEHWA, HapyLUEHWO
HOPManbHOrO  (PYHKUMOHMPOBAHUS  WMH(OPMALMOHHBbIX  CUCTEM  YnpaBneHus
obpasoBaHus;

- cO3aHMe MexaHuM3Ma OnepaTMBHOrO pearMpoBaHus Ha yrpo3bl 6e3onacHoCTH
NHopMaLUKN N HeraTMBHbIE TEHOEHUNN;

- co3gaHue ycrioBuMr ONs MUHUMM3auUK M NoKanusaumm HaHocuMoro yulepba
HenpaBoOMEpPHbIMU  AEUCTBUSAMU  (PU3MYECKMX W HOpUaMYecKnx nuud, ocnabneHve
HEeraTMBHOMO BMAWSIHUA W NUKBUOALMA MNOCNEeACTBMIA  HapyleHus ©Ge3onacHoCTh
NHdopMaLunu;

- 3aWMTy OT BMeLLaTenbCTBa B Npouecc yHKLMOHMPOBAHNSA MHPOPMALMOHHbBIX
cuctem YnpaeneHns obpasoBaHMs MOCTOPOHHUX nuL, (JOCTYN K WMH(OPMaUNOHHBIM
pecypcam [OMKHbl UMETb TONbKO 3aperncTpupoBaHHbIE B YCTAHOBMEHHOM MOpsiaKe
nonb3oBaTenu);

- pasrpaHuyeHne goctyna nonb3oBaTtenienn K MHPOPMaUMOHHBLIM, annapaTHbIM,
NPOrpaMMHbLIM M MHbIM pecypcaMm YnpasrneHus obpasoBaHus (BO3MOXHOCTb OOCTyna
TOMbKO K TeM pecypcaM M BbIMOMHEHMA TONbKO TeX onepauuin C HUMK, KOTOpble
HeobXooMMbl KOHKPETHbIM MNOoNb30oBaTensM [Ans BbINOSIHEHUS CBOMX CHY>KEeOHbIX
06s3aHHOCTEN), TO €CTb 3aLlMTy OT HECAaHKLMOHNPOBAHHOIO 4OCTYNa;

- obecnevyeHve ayTeHTUdMKauum  nNonb3oBaTenen,  y4yacTBYWOLWWUX B
NHpopmaLnoHHOM obMeHe (noaTBepPXXAeHNe NOANIMHHOCTU OTNPaBUTENS U Nony4vaTens
nHpopmauun);

- 3aWwuTy OT HeCaHKUMOHMPOBAHHOW MoOAMMUKALMW  UCMONb3yEMbIX B
MH(POPMAUUNOHHBIX cuctemax YnpasneHuss obpasoBaHWA MPOrpaMMHbIX CPeAcTB, a
TaKkke 3alnTy CUCTEMbl OT BHEAPEHUSI HECAHKLMOHWPOBAHHbLIX NPOrpamm, BKto4vas
KOMMbIOTEPHbIE BUPYChI;

- 3aWmnTy MHOPMaLMK OrPaHNYEHHOrO NOSTb30BaHMSA OT YTEYKM MO TEXHUYECKUM
KaHanam npm ee o6paboTke, XxpaHEHMM 1 Nepeaade No KaHanam CBA3WN.

3.4. OcHoBHbIe nymu peuweHus 3aday cucmembl 3aWumasl



[MocTaBreHHble OCHOBHblE Uenu 3awuTbl U pelleHWe MepeyUCeHHbIX Bbille
3aZay goCTUraloTCs:

- CTPOrMM y4yeTOM BCeX nofnexawux 3sawuTte pecypcoB MH(OPMaLMOHHBbIX
cucTem YnpaeneHusa obpasoBaHus (MHopmaLumK, 3agad, JOKYMEHTOB, KaHanoB CBA3W,
cepBepoB, aBTOMaTM3MPOBaHHbIX paboymx MecT);

- XXypHanvpoBaHueM AeNCTBUA NepcoHana, ocyLecTBaoLwero obcnyxmsaHme v
MOANUKALUNIO NMPOrpaMMHBIX U TEXHUYECKUX CPeacTB MHPOPMALMOHHBIX CUCTEM;

- MOSIHOTOW, peanbHOW BbINOMHUMOCTBIO U HEMPOTUBOPEYMBOCTBIO TpeboBaHUN
OpraHn3aunoHHO-pacnopaaMTENbHbIX  LOKYMEHTOB YnpaBneHna obpasoBaHus no
Bonpocam obecneyeHns 6e3onacHOCTN MHpopMaunm;

- Ha3Ha4yeHMeM [OOSMKHOCTHbIX nuy B obpasoBaTenbHbIX — YYpeXOEeHUsX,
OTBETCTBEHHbIX 3a OpraHuM3aumio U OCYLLECTBIIEHNE MPaKTUYECKUX MepPONnpUSATUA Mo
obecneyeHnto 6e30MacHOCTM NepPCOHanbHbIX AaHHbIX U NpoueccoB ux obpaboTku, a
TakKkKe KOHTPOSb 3a UX AeATENbHOCTLIO B JAHHOM HanpasfeHuu;

- HageneHuMeMm  Kaxgoro  coTpygHuka  (nosnb3oBaTenii)  MUHUMAanbHO
HeobxoOMMbIMW AN BbIMNOMHEHUS UM CBOUX  (PYHKUMOHAmbHbIX 06s13aHHOCTEN
NOSTHOMOYMSAMM MO AOCTYNY K MHPOPMaLMOHHBLIM pecypcam YnpasneHna obpasoBaHus;

- YeTKMUM 3HaHMEM W CTpOrMM cobnaeHnemMm BceMU MOMb3oBaTENAMU
MHPOPMALMNOHHBIX cUCcTeM YnpasrieHust obpasoBaHus TpeboBaHUN OpraHU3aLUMOHHO -
pacnopaauTenbHblX  JOKYMEHTOB MO  Bornpocam  obecneyeHna  GesonacHOCTU
MHopMauuu;

- NepcoHarbHON OTBETCTBEHHOCTbIO 3a CBOM AEWCTBUSA KaXOoro COTpyaHuUKa, B
paMKkax  CBOMX  (PyHKUMOHamnbHbIX  0BsA3aHHOCTEM  UMeloWwero  AocTyn K
MHPOPMAaLMOHHBLIM pecypcam YnpasneHns obpasoBaHus;

- HenpepbiBHbIM NoggepXaHnem HeobxoaAMMOro YpOBHS  3aLMLLEHHOCTU
3NEMEHTOB MHAPOPMaLMOHHON cpeabl YnpasneHmst o6pa3oBaHus;

- NPUMEHEHNEM (PU3NYECKNX U TEXHUYECKMX (MPOrpamMMHO-annapaTHbIX) CPeacTs
3alnNTbl PEecypcoB CUCTEMblI WU HENPEPbIBHOW aaMUHUCTPATUMBHOW MNOOLAEPXKKON WX
NCMNONb30BaHWs;

- 9(ppbekTUBHBIM  KOHTpPOSieM  Hag  cobnogeHnem  Nonb3oBaTeNAMU
MHOPMAaLMOHHLIX pecypcoB YnpasreHust obpasoBaHns TpeboBaHui No obecnevyeHmto
6e3onacHocTM nHopmaumu;

- lOpuguyeckon  3almuTonM  UHTepecoB YnpasreHuss obpasoBaHus  npu
B3aMMOOENCTBUM C  BHELWHMMW  OopraHMsaumsMm  (CBsSi3aHHOM C  obmeHoM
nepcoHanbHbIMWU AaHHbIMKW) OT MNPOTUBOMNPAaBHLIX AEWCTBUM, KaK CO CTOPOHbI 3TUX
opraHmMsauun, Tak u OT HECAHKLMOHMPOBAHHBLIX OENCTBUIN OOCNYyXMBaKLLEro nepcoHana
N TPETBbUX NNLL.

4. OCHOBHBbIE MPUHUWMBI MOCTPOEHNA CUCTEMbl BE3OINMACHOCTHK
MEPCOHANBHbLIX AAHHbBIX

MocTpoeHne cuctembl, obecnevyeHnst Ge30MacHOCTU MNepPCOoOHarnbHbIX AaHHbIX
YnpaBneHuss obpasoBaHusi, U ee (YHKUMOHUPOBAHWE [OOMKHbI OCYLLECTBMNSATLCA B
COOTBETCTBUM CO CNEeAYHLLMMIN OCHOBHBLIMU MPUHLMNAMMU:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMMJEKCHOCTb;

- HEMPEPbIBHOCTb;

- CBOEBPEMEHHOCTb;

- NPEEMCTBEHHOCTb M HEMNPEPLIBHOCTbL COBEPLLEHCTBOBAHWS;

- pa3yMHas 4OCTaTOYHOCTb (3KOHOMMYECKaa LienecoobpasHoCTb);

- NepcoHanbHasi OTBETCTBEHHOCTb;

- MUIHUMM3aLMS NONTHOMOYNIA;



- UCKNIOYEHME KOH(IINKTA MHTEPECOB;

- B3anMoencTBme U COTPYaHNYECTBO;

- TMBKOCTb CUCTEMbI 3aLLUMUThI;

- OTKPbITOCTb anropuTMOB M MEXaHU3MOB 3aLLUTbI;
- NPOCTOTa NPUMEHEHMNS CPEACTB 3aLUThI;

- 060CHOBAHHOCTb N TEXHUYECKas peanM3yeMocCTb;
- cneymnanuaaumnsa n npoeccnoHanmam;

- 0653aTENBHOCTb KOHTPONA.

4.1. 3akoHHOCMb

MpeanonaraeT ocywWwecTBNEHNE 3aLLUMUTHBIX MEPONPUATUIN U pa3paboTKy CUCTEMBI
6e3onacHOCTM NepcoHarnbHbIX AaHHbIX YnpaBneHnem obpa3oBaHWs B COOTBETCTBUN C
AEVNCTBYIOWMM 3aKOHOAATENbCTBOM B 06MacTM 3awuTbl NEpPCOHarbHbIX [aHHbIX, a
Takke [ApyrMx 3akoHodaTeslbHbiXx akToB no 6esonacHocTn wHdopmauun PO, ¢
NPUMEHEHNEM BCEX [OO3BOSIEHHbIX METOAOB  OOHapyXeHna U npeceyeHuns
npaBoHapyweHnn npu pabote C nepcoHanbHbIMUM AaHHbIMU. [1pUHATBIE  Mepbl
6e3o0nacHOCTM NepcoHanbHbIX [OAHHbIX HEe [OMKHbl NpenaTcTBOBaTb  AOCTyny
NpaBOOXPaHUTENbHbIX OPraHOB B NPeayCMOTPEHHbIX 3aKOHOL4AaTEeNbCTBOM crny4vasx. Bece
nonb3oBaTenn MHAPOPMALMOHHBLIX CUCTEM YnpaBneHna obpas3oBaHWs AOMKHbI UMETb
npeacraBneHne o6 OTBETCTBEHHOCTW 3a MNpaBOHapyweHust B obnactm obpaboTku
nepcoHanbHbIX AaHHbIX.

4.2. CucmemMHOCMb

CucteMHbIin  noaxon K MNOCTPOEHWIO CUCTEMBbI  3aWuUTbl  MHGOpPMaUMM B
Ynpasnennn  obpasoBaHua  npegnonaraeTr  ydeT  BCEX  B3aUMOCBSI3aHHbIX,
B3aMMOLENCTBYIOLLMX U M3MEHSIOLLMXCA BO BPEMEHU 3NIEMEHTOB, YCroBUM N hakTopOB,
3HaYMMbIX AN MOHMMaHMS U pelwleHnss npobnembl obecnedyeHusi Ge3onacHOCTM
nepcoHanbHbIX OaHHbIX.

Mpun co3gaHnm cMcTembl 3almThbl 4OMKHbBI yYMTbIBATLCS BCE criabble u Hanbonee
ysA3BMMble MecTa WH(OPMAaLUMOHHBIX CUCTEM YnpaBneHus obpasoBaHudA, a TaKke
XapakTep, BO3MOXHble OObEKTbl W HanpaBneHUst aTak Ha Hee CO CTOPOHbI
HapywunTenen (0CoO6EHHO BbICOKOKBaNMMUUMPOBAHHLIX 3M0yMbilNeHHNKOB). Cuctema
3aWnTbl OOSMKHA CTPOUTbCS C Y4EeTOM He TONMbKO BCEX W3BECTHbIX KaHanos
NPOHUKHOBEHUSA N HECAHKLMOHMPOBAHHOIO AOCTyNa K WMHAOPMauuK, HO U C Y4EeTOM
BO3MOXHOCTU  MOSABMEHUS NPUHUMNMANbHO HOBbLIX NyTENW peanu3auuuM  yrpos
©e3onacHocTu.

4.3. KomninekcHocmb

KomnnekcHoe ucnonb3oBaHMe METOAOB M CPeacTB 3almTbl KOMMbHOTEPHbIX
cuctemM npegnonaraeT CoOrnacoBaHHOE TMPUMEHEHWE pPasHOPOAHbIX CPeacTB npu
NMOCTPOEHMN LIENOCTHOM CUCTEMbI 3alUMTbl, NEPEeKpbIBalOWEN BCE CYLLECTBEHHbIE
(3HauMMble) KaHanbl peanusauumn yrpo3 U He coepxalien cnabblx MeCT Ha CTblKax
OTOEeNnbHbIX €e KOMMOHEeHTOB. BHewHsasa 3awmTta pgomkHa  obecneymBaTbCcs
dm3ndecknmm cpeacTeamm, opraHm3auMOHHbBIMU U NPaBOBLIMU MepPaMu.

4.4. HenpepbieHoCMb 3aWumsl

Ob6ecneyeHne  6Ge3onacHOCTM  MNepcoHanbHbIX  AaHHbIX -  Mpouecc,
OCYLLIECTBNSAEMbIA PYKOBOACTBOM YnpaBneHus ob6pasoBaHus, agMUHUCTpaTopammu
6e30nacHOCTM WHMOPMALMOHHBIX CUCTEM W COTPYyAHMKAMM BCEX YPOBHEW. OTO He
TONMBbKO W He CTOMbKO npouedypa WM nonutuka, KoTopasi ocyLlecTBhAsieTcs B
onpefeneHHbIn OTPe30K BPEMEHW WM COBOKYMHOCTb CPEACTB 3alUuTbl, CKOSMbKO
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npoLecc, KOTOpbIA AOMKEH MOCTOSIHHO MOTU Ha BCEX YPOBHSIX BHYTPM YnpaBneHus
obpasoBaHna U Kaxabl COTPYAHMK YnpaBneHus obpas3oBaHWA LOSMKEH MPUHUMATb
yyactme B 93TOM npouecce. [leAatenbHOCTb No obGecneyeHnto WUHGOPMaLNOHHOM
6e30nacHOCTY ABMASETCA COCTAaBHOW YacTbio NOBCEAHEBHOW OEATENbHOCTU YNpaBneHus
obpasoBaHusa. I ee apPEKTMBHOCTb 3aBUCUT OT y4acTus PYKOBOACTBA YnpaBneHus
obpasoBaHna B obecnevyeHnn UHGOPMALMOHHOM 6e30NacHOCTU NepCoHarbHbIX
AAHHbIX.

Kpome TOro, 60mnbLUMHCTBY PU3MYECKUX U TEXHUYECKUX CPEACTB 3alumTbl N4
3P PEKTUBHOIO BbINOSTHEHUA CBOMX YHKLMIA Heobxoamma MOCTOSIHHAA
opraHuMsaunoHHas (agMMHUCTpaTMBHAasl) nogaepXka (CBOEBPEMEHHasi CMeHa MU
obecneyeHne NpaBUMBHOIO  XPaHEHUA U NPUMEHEHUs  MMEH, Naponewn,
nepeonpegeneHne NosTHOMOYNA U T.M.).

MepepbiBol B paboTe cpeacts 3awWmtbl  MOryT ObiTb  MCMNONb30OBaHbI
3M10yMbILLNEHHNKAMKN AN aHanu3a npuMeHsieMblX MeTOL4OB U CPeACTB 3alumThbl, Ans
BHEAPEHMs cneumnanbHbiX NPOrpaMMHbIX M annapaTtHbIX "3aknagok" u apyrmx cpencts
NpeonoNneHns 3awnTbl.

4.5. CeoegpemeHHoCmb

Mpepnonaraet ynpexgawwmin xapaktep Mep obecnevyeHuss ©e30nacHOCTH
NnepcoHanbHbIX [AaHHbIX, TO €eCTb MNOCTAHOBKY 3aday Mo KOMMIIEKCHOW 3alumTe
nepcoHanbHbIX OaHHbIX W peanu3auuio Mep obecneyeHuss GesonacHoCTU
NnepcoHanbHbIX AAHHbIX HA PaHHUX CTaauax paspaboTkM MHPOPMALMOHHBLIX CUCTEM B
LEenoM U UX CUCTEM 3aLUMTbl, B YACTHOCTH.

PaspaboTka cuctembl 3almTbl OMKHA BECTUCb NapannensHo ¢ pa3paboTkon u
pasBuTMeM camoun 3awmuiaeMon MHEOPMALMOHHON CUCTEMBbI. OTO MO3BOSIUT YYeECTb
TpeboBaHua 6e30nacHOCTU NP NPOEKTUPOBAHUN apXUTEKTYPbl U, B KOHEYHOM CYETE,
cos3gaTtb 6onee apdekTMBHble (Kak NO 3aTpaTaM pecypcoB, Tak M MO CTOWKOCTW)
cucTeMbl, obnagatoLmne 4OCTaTOYHbIM YPOBHEM 3aLLMLLEHHOCTH.

4.6. [lpbeemMcmeeHHOCMb U co8epleHCMe8o8aHue

lMpeanonaraeT MOCTOSAHHOE COBEPLUEHCTBOBAHME Mep W CPeacTB  3aluThl
nepcoHanbHbIX [OaHHbIX Ha OCHOBE MPEEMCTBEHHOCTM OPraHU3auMOHHBIX W
TEXHUYECKUX  peLlleHWn, KagpoBOro cocTtaBa, aHanusa  (PyHKUMOHMPOBaHUSA
MHAPOPMALMOHHBIX CUCTEM YNpaBneHus obpasoBaHNsa U CUCTEMbI €€ 3aLUTbl C Y4ETOM
M3MEHEHUN B MeTodax W cpeactBax nepexBata WHGOpMauuM, HOPMATUBHbLIX
TpeboBaHUM Mo 3alumMTe, AOCTUTHYTOrO OTEYECTBEHHOIO U 3apybeXXHOro onbitTa B 3TOM
obnacTu.

4.7. PasymHass docmamo4YHOCMb (3KOHOMUYECKas uernecoobpa3Hocms)

MpegnonaraeT COOTBETCTBME YPOBHSA 3aTpaT Ha obecneyeHne GesonacHoOCTU
NepcoHarnbHbIX [AaHHbIX UEHHOCTM WHGOPMAUMOHHBLIX PEecypcoB U  BeNUYMHE
BO3MOXHOTO yLepba OT UX pasrnalleHus, yTpaTbl, YTEYKN, YHUUTOXKEHUS N NCKKEHUS.

Ncnonb3yemble Mepbl n cpeacTtea obecneyeHns 6e3onacHoCTK
WH(POPMALUMNOHHBIX PECYpCOB HE [JOSKHbl 3aMeTHO yxXyAwaTb 3pProHOMUYecKme
nokasatenu paboTbl KOMMOHEHTOB  WMH(OPMALMOHHBIX  CUCTEM  YnpaBneHus
obpasoBaHunga.  MsnuwHue  mepbl  6e3onacHOCTW,  NOMMMO  3KOHOMMUYECKOW
HeadPEKTMBHOCTU, NPUBOAAT K YTOMIIEHNIO N pasapaKeHnto nepcoHana.

Cospatb abCOMTHO HENpeodoNMMy CUCTEMY  3aluUTbl  MPUHUMNNANIBHO
HEBO3MOXHO. [loka nepcoHanbHble AaHHble HaxoaaTcs B obpalleHun, NpuHMMaeMble
Mepbl MOTYT TOMbKO CHU3WUTb BEPOATHOCTb HEraTMBHBLIX BO3OEWCTBMI Mnu yuepb oT
HUX, HO HEe WCKMIOYMTb WX MOMHOCTbI. [MpyM OOCTAaTOMHOM KONMMYEecTBE BPEMEHU U
CPpeacTB  BO3MOXHO npeofgoneTb Nobyo  3awmty. [loaToMy wumeeT  Cmbich
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paccmaTpmBaTb HEKOTOPbIN MpUEMMEMbIN  ypoBeHb obecneveHnss 6Ge3onacHOCTMW.
BbicokoadhdpekTnBHass cuctema 3almTbl CTOMT [OPOro, Mcnonb3yeT npu pabdoTte
CYLLLECTBEHHYIO 4aCTb pPecypcoB M MOXeT co3faBaTb OLYTUMble AOMNOSHUTENbHbIE
HeygobcTBa nonb3oBaTensiM. BaxHO npaBunbHO BblbpaTb TOT AOCTATOYHbLIN YPOBEHb
3aWnTbl, NpU KOTOPOM 3aTpaTtbl, PUCK WU pa3Mep BO3MOXHOro yuepba Obinn Obl
npuemMnemMbiMu.

4.8. [NepcoHanbHass omeemcmeeHHOCMb

MpeanonaraeT BO3NOXEHWEe OTBETCTBEHHOCTM 3a obecneyeHne 6e3onacHOCTU
nepcoHanbHbIX AAaHHbIX N CUCTEMbI MX 06PaboTKM Ha KaXK4oro COTpyaHMKa B npegenax
ero nosiHoMo4Yun. B COOTBETCTBMM C 3TUM NPUMHUMNOM pacnpegeneHve npas MU
06s13aHHOCTEN COTPYAHMKOB CTPOUTCS Takmm obpasom, 4Tobbl B crniydyae nwboro
HapyLLIEeHWs KPYr BUHOBHMKOB Oblf YETKO M3BECTEH U CBEAEH K MUHUMYMY.

4.9. MuHumu3sauyusi norTHomMoYuu

OsHavaeT npegocTaBneHve MOMb3oBaTENAM MUHUMMAarbHbIX NpaB AoCTyna B
COOTBETCTBUN CO cnyxebHon HeobxoammocTblo. [OCTyn K nepcoHarbHbIM AaHHbIM
AOIMKEH NMpefoCcTaBnsiTbCA TOMbKO B TOM crlydae u obbeme, ecnn 370 He0O6XoAMMO
COTPYLHVWKY ANs1 BbINOSTHEHUS €r0 AOMKHOCTHbLIX 06S3aHHOCTEN.

4.10. UcknroyeHue KoHgukma uHmepecos (pasdesnieHue yHKyul)

AddekTnBHas cuctema obecnedeHuss UMH@OpMaUMOHHOM  6He3onacHOCTU
npegnonaraetT 4eTkoe pasgeneHne o0643aHHOCTEN COTPYOHUKOB W UCKIOYEHME
cuTyaumn, Korga cdpepa OTBETCTBEHHOCTM COTPYOHMKOB OOMyckaeT KOHMNWKT
nHtepecoB. Cdoepbl  MNOTEHUMamnbHbIX  KOH(MMKTOB  AOSMKHbI  BbISBNATHCS,
MUHUMM3MPOBATBCHA, W  HaxoaAUTbCA NOA4 CTPOrMM  HE3aBUCMMbIM  KOHTPONEM.
Peanusauua gaHHoro npuvHUMna npegnonaraeT, YTO HU OOWH COTPYAHWK He OOJSDKEH
MMETb MOSIHOMOYUIN, MO3BOSIAIOWNX €MY €OMHOSIMYHO OCYLIECTBNATL BbIMNOMHEHME
KPUTUYHBIX onepaunin. HageneHue CcOTPYOAHWKOB MOSTHOMOYUAMKM, MNOPOXAAKOLLMMU
KOH(MMKT WHTEpPecoB, AaeT eMy BO3MOXHOCTb NoATacoBbiBaTb WHGOpMauUuio B
KOPBICTHbIX Lenisax Unun ¢ Tem, 4tobbl CKpbITb NPOBnembl U NOHeCeHHble YObITKW. [ns
CHWXXEHMS pucKa MaHUMynMpoBaHUSA MEePCOHarnbHbIMU OAHHBIMU U PUCKA XULLLEHWUS,
Takue MOMHOMOYMS OO0SDKHbI B MaKCUMarbHO BO3MOXHOW cTeneHn ObiTb pasgeneHbl
MeXay pasnnyHbIMKU COTPYAHMKaAMM UK NoAapasaeneHnammn YnpasneHus obpasoBaHus.
Heobxognmo npoBOAUTbL NEPUOANYECKME NPOBEPKN 0O0s1I3aHHOCTEN, (YHKUMN 1
AEATENbHOCTU COTPYAHMKOB, BbIMOSTHAKOLIMNX KMoYeBble PYHKLNUN, C TEM, YTOObI OHU He
NMeNiM BO3MOXHOCTU CKpbIBaTb COBEPLUEHME HENpPaBOMEPHbIX AenCcTBMN. Kpome Toro,
HeobXoOUMO nNpUHMMAaTL creumanbHble Mepbl N0 HedOMyLWEHUI CcroBopa MeXxay
COTPYAHUKaMW.

4.11. Bzaumodelicmeue u compyoHU4ecmeo

lMpepnonaraet co3gaHve  GnaronpuaTHOM  aTMocdepbl B KOSMEKTUBE
YnpaBneHuna obpasoBaHua. B Takonm 0O6CTaHOBKE COTPYAHWKN AOSMKHbI OCO3HaHHO
cobniogatb yCTaHOBMEHHble nMpaBuia W OKasblBaTb COOEUCTBME [OeATenbHOCTU
agMunHUCTpaTopoB Be30nacHOCTM MHAPOPMAaLUMOHHBLIX CUCTEM NEPCOHANbHbBIX AAHHbIX.

BaxHbIM anemMeHTOM a3ddekTUBHON cucteMmbl obecnedeHns ©GesonacHoCTU
nepcoHanbHbiX AaHHbIX YnpaBrneHueM o0pa3oBaHuA SABNAETCA BbICOKas KynbTypa
paboTbl ¢ wuHGopmaumen. PykoBoactso  YnpasneHuss obpasoBaHWa  HeceT
OTBETCTBEHHOCTb 3a CTporoe cobniogeHne 3TUYECKUX HOpPM W CTaHAapToB
npodeccnoHanbHOM  OEATENbHOCTM,  MOAYEPKMBAOWENA U OEMOHCTPUPYIOLLEN
nepcoHany Ha BCeX YPOBHSAX BaXXHOCTb ob6ecneyeHnsa nHopmaLMoHHON 6e30nacHOCTH
YnpaeneHnem obpasoBaHus. Bce coTpyoHukun YnpasrneHuss obpasoBaHus OOSTKHbI



MOHMMaTb CBOK POfb B npouecce obecneyeHus MHpopMauMoHHOW 6e3onacHOCTU U
NPMHUMAaTL y4acTue B 3TOM npouecce.

HecmoTpsa Ha TO, 4TO BbICOKasi KynbTypa obecneyeHnss MHAPOPMaLMOHHOWM
6e3onacHOCTM He rapaHTUpyeT aBTOMaTU4YeCcKOro OOCTUXKEHUs Lenen, ee oTCyTCTBuE
co3gaet 6ornblue BO3MOXHOCTEN ANS HapylleHus 6e30nacHOCTU Unu He oBHapyXeHus
¢baKkToOB ee HapyLleHus.

4.12. l'ubkocmb cucmemsbl 3awumal

Cuctema obecnedyennss wuHGOpPMaUMOHHOM 6e3onacHOCTM AofmkHa ObiTb
cnocobHa pearnpoBaTb Ha W3MEHEHUSA BHELLUHeW cpefbl U YCNOBUWA OCYLLECTBNEHUS
YnpasneHnem obpasoBaHusi CBOEN AEATENbHOCTU. B 4NCnO Taknx naMeHeHnn BXogaT:

- WU3MEHEHUs OpraHM3auuMoOHHOW W  LWTATHOW  CTPYKTYpbl  YnpaBneHus
obpasoBaHus;

- U3MEHEeHWe CyLeCTBYLWNX WX BHEAPEeHWe MNpPUHUMMNMANbHO  HOBbIX
MHPOPMALMNOHHBIX CUCTEM,;

- HOBble TEXHUYECKNe cpeacTaa.

CBONCTBO MMBKOCTM cucTeMbl obecnevyeHns uHGOpMauMOHHOM Be30onacHoCTU
n3baBngeT B TakmMx CUTyaumsax OT HEOOXOAMMOCTM MPUHATUS KapAuHalbHbIX Mep Mo
NOSIHOM 3aMeHe cpeAcTB M MeTOOOB 3alUuMTbl Ha HOBblE, YTO CHMXaeT ee obulyto
CTOMMOCTb.

4.13. OmKpbIMocmb asi2opummos8 U MexaHuU3Mo8 3alums|

CyTb NpyHUMNa OTKPLITOCTM arirOPUTMOB 1 MEXAHU3MOB 3aLLUTbl COCTOUT B TOM,
4YTO 3alimMTa He AormkHa obecnevmBaTbCA TONbKO 3@ CYET CEKPETHOCTU CTPYKTYPHON
opraHusauun n anropMTMoB OYHKLMOHMPOBaHMA ee noacuctemM. 3HaHue anropuTMoB
paboTbl CUCTEMbI 3aLUMTbl HE OOJHKHO AaBaTb BO3MOXHOCTM €€ npeogonieHns (gaxe
aBToOpam). OTO, OQHAKO, HE O3HA4YaeT, YTo MHGopMaumst 06 MCNonb3yeMbiX CUCTEMAX U
MeXaHu3Max 3aWmTbl JOMMKHaA OblTb 00LWeaoCTynHa.

4.14. lNlbocmoma npumeHeHus cpedcme 3awumal

MexaHu3Mbl 1 MeToAbl 3alnTbl AOSMKHbI ObITb MIHTYUTUBHO MOHSATHLI U NPOCTLI B
ncnonb3oBaHun. MNpumeHeHne cpeacTB U METOAOB 3aWUTbl HE AOMKHO ObiTb CBA3AaHO
CO 3HaHMeM creumasnbHbIX $3blKOB WM C BbINOSIHEHMEM AENCTBUKN, Tpebyrowmx
3HauYUTENbHbIX AOMNOSTHUTENbHbIX Tpygosartpar npwu 00bIYHOM paboTe
3aperncTpupoBaHHbIX MOMb3oBaTeNien, a Takke He [JOofkHO TpeboBaTtb OT
NoNb30BaTENS BbINOSTHEHUSI PYTUHHBIX MAroOMNOHATHbLIX EMY Onepauuin.

4.15. ObocHoBaHHOCMb U MeXHU4YeckKas peanu3yemocms

MH(OpMaLMOHHbIE TEXHOMNOrMW, TeXHUYeckMe U NporpaMMHble CpeacTBa,
CpeacTBa U Mepbl 3alnTbl NEPCOHarbHbIX AaHHbIX OOMKHbI ObITb peanu3oBaHbl Ha
COBPEMEHHOM YPOBHE pPa3BUTUS HAykKW W TEXHWUKW, OBOCHOBaHbl C TOYKU 3pPEeHUs
OOCTWXKEHUS 3aJaHHOro YpoBHS 6e3onacHOCTM UWHAGOpMaLMM U SKOHOMUYECKON
uenecoobpasHOCTU, a Takke OOSMKHbI COOTBETCTBOBATb YCTAHOBMEHHBbIM HOpMaM W
TpeboBaHuAM nNo 6e30nacHOCTN NePCOHaNbHbIX AAHHbIX.

4.16. Cneyuanu3auus u rnpogeccuoHanu3am

lMpeanonaraeT npuBreyeHne K paspaboTke CPeacTB 1 peanvsaumm mep 3aluTbl
nepcoHanbHbIX AaHHbIX cneunanmanpoBaHHbIX opraHusauun, Hanbonee
NOArOTOBMEHHbIX K KOHKPETHOMY BMAY OeATenbHOCTU no obecneyeHnto 6e3onacHocTu
MHPOPMALMOHHBLIX  PECypCoB, MMEKWLWMX OMbIT  npakTudeckon pabotbl WU
rocy4apCTBEHHYKO NULEH3NIO HA NMpaBO OKasaHus ycrnyr B aTon obnactu. Peanusaums



agMUHUCTPATMBHBIX MEp W 3KCnnyaTauusi cpeacTB 3aluuTbl AOIBPKHA OCYLLEeCTBMSTHCS
npodeccrmoHanbHo NOAroTOBMEHHBIMU crieumanMcTaMmm YnpaeneHns o6pa3oBaHus.

4.17. O6s13amenIbHOCMb KOHMPOJSIS

Mpeanonaraet 06a3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISIBNEHUS U NpeceyYeHns
MOMbITOK  HapylWeHWs  yCTaHOBMEHHbIX npaBun, obecnevyeHnss 6e3onacHOCTH
NnepcoHasnbHbIX [OaHHbIX, Ha OCHOBE MCMNOMb3yEMbIX CUCTEM U CPeacTB 3aluThbl
nepcoHanbHbIX AaHHbIX, NPU COBEPLUEHCTBOBAHUN KPUTEPUEB M METOLOB OLEHKU
3(PPEKTUBHOCTN 3TUX CUCTEM U CPECTB.

KoHTponb 3a pgesatenbHOCTbio NbOOro nonb3oBaTens, Kaxaoro cpencrasa
3aWnTbl 1 B OTHOLEHUN Ntoboro obbekTa 3almTbl AOSHKEH OCYLLECTBNATLCSA HA OCHOBE
NPUMEHEHNA CPEeACTB ONEpPaTUBHOIO KOHTPOMS U perncTpaumm u OOSMKEH OXBaTbiBaTb
KakK HeCaHKUMOHMPOBaHHbIE, TaK U CaAHKLUNMOHUPOBaHHbIE AeNCTBUSA NOSNb3oBaTesen.

Kpome TOro, adpdektmBHas cucrema obecnedyeHnss UHPOPMALNOHHOM
GesonacHocTn TpebyeT Hanuuma agekBaTHOM M Bceobbemniowen uHdopmaumm o
TEKYLLLEM COCTOSIHUWN MPOLIECCOB, CBA3aHHLIX C ABMXEHNEM MHGOPMaLUM U CBEOEHUN O
cobniogeHnn ycTaHOBMNEHHbIX HOPMATUBHbLIX TpeboBaHWW, a Takke OOMONHUTESTbHON
NHOPMaLNK, UMEKLLEN OTHOLIEHME K MPUHATUIO pelleHnin. WHpopmauma OosmkHa
ObITb HAQEXXHOW, CBOEBPEMEHHON, JOCTYMHOM U NPaBUIbHO OPOPMIIEHHON.

Hepoctatkm cuctembl  obecneyeHumss  MHGOpPMauUMOHHOM  ©e3onacHoCTy,
BbIsIBMIEHHblEe  COTpygHMKaMn YnpasreHuss o6pas3oBaHUA OOSMKHbI  HEMeLNEHHO
AOBOOUTLCS A0 CBeAeHust pykoBoauTenst YnpaBneHusi obpasoBaHWa U onepaTtMBHO
YyCTpaHATLCA. Bonpockl, KOTOpble KaXyTcsl He3HauyuTernbHbIMW, Korga oTaernbHble
npouecchbl paccMaTpuBalTCs N30NIMPOBAHHO, NPU PAaCCMOTPEHUN NX Hapsiay C ApYyruMun
acrnektamu MOryT ykasaTb Ha oTpuuaTefbHble TeHAEHUWMW, rposdlime nepepactn B
KPpynHble HegOCTaTKNU, eCN OHN He ByayT CBOEBPEMEHHO YCTPAHEHbI.

5. MEPbI, METObl N CPEACTBA OBECINEYEHVA TPEBYEMOI'O YPOBHA
SAWLNTBI NHOPOPMALIMOHHBLIX PECYPCOB

5.1. Mepbi obecrneqyeHusi uHghopmayuoHHoU besonacHocmu

Bce mepbl obecneveHnsa 6e3onacHOCT MHGAOPMALMOHHBLIX CUCTEM YNpaBneHns
obpas3oBaHns noapasfensoTca Ha:

- NpaBoOBbI€ (3aKOHO4ATENbHbIE);

- MOpanbHO-3TUYECKUE;

- TEXHONOrNYeCcKune;

- OpraHM3aumnoHHble (aAMUHUCTPATUBHbIE);

- pnsmnyeckue;

- TexHn4yeckme (annapaTtypHble U NPOrpaMMHbIE).

5.1.1. 3akoHogaTernbHble (NpaBoBble) MePbl 3aLLUThI

K npaBoBbIM MepaM 3alUmTbl OTHOCATCHA AEUCTBYOLME B CTPAHe 3aKOHbI, YKasbl
N HOPMAaTUBHbIE aKTbl, pernaMmeHTupyoLwme npasuna obpalleHms ¢ nepcoHanbHbIMU
AaHHbIMK, 3akpennswowme npaBa M 06593aHHOCTU YYACTHUKOB MH(OPMALMOHHbIX
OTHOLUEHWI B npouecce nx obpaboTkn 1 UCMONb30BaHUSA, a Takke ycTaHasnmBawLne
OTBETCTBEHHOCTb 3a HapylleHus aTux npasun. [lpaBoBble Mepbl 3alnTbl HOCAT B
OCHOBHOM ynpexaawLwmmn, npomunakTMyecknin xapakrep W TpebylT MNOCTOAHHOM
pasbACHUTENbHOW paboTbl C nonb3oBaTendaMn K 06CHyXMBaKOLWMM MepcoHanom
MHPOPMAaLMOHHBIX cUcTeM YnpasneHns obpasoBaHus.

5.1.2. MopanbHo-3TU4eckne Mepbl 3aLunThbl
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K MopanbHO-3TU4ECKMM Mepam OTHOCHATCS HOPMbl MNOBEAEHMs, KOTopble
TPAOAWLUMOHHO  CINOXWIMCb  WINW  CKMagblBaloTCs MO Mepe  pacnpocTpaHeHus
MHOPMALMOHHbIX TEXHonorni B obliectBe. AT HOPMbl GonblUeR 4YacTbio He
ABNAOTCS 06s3aTeNbHBbIMM, Kak 3aKoHOAATENbHO YTBEPXKAEHHbIE HOPMATMBHBLIE aKThl,
oOHaKo, WX HecobGnaeHMe MOXeT NPUBECTM K NadeHuo aBTopuTeTa, npecTuka
YyenoBeka, rpynnbl NuL unn YnpaeneHust obpasoBaHus B Lenom. MopanbHo-aTuyeckue
HOPMbI ObIBalOT Kak HenucaHble, Tak U NUcaHble, TO eCTb OPOPMIIEHHbIE B HEKOTOPbIN
cBog (yctaB) npaBun wnu npeanucaHuii. MoparnbHO-3TUYeckne Mepbl  3aluThl
ABMAOTCS NPOMUNAKTUYECKMMUM U TPebYT MOCTOsSIHHOM paboTbl MO  CO34aHuIo
30pOBOro MOParbHOro Knumata B KONMeKTuBe.

5.1.3. TexHonornyeckme mepbl 3aWunThbl

K paHHOMy BuOy Mep 3awuTbl OTHOCATCA pPasHOro popda TexHonornyeckue
peLleHnsa U NpueMbl, OCHOBAHHbIE Ha UCNOSIb30BaHNUN HEKOTOPbLIX BUAOB U3DLITOYHOCTHU
(CTPYKTYpHOW,  PYHKUMOHANBbHOW, WHPOPMAUNOHHOW, BPEMEHHOM U T.N.) W
HanpaslieHHblE HAa YMEHbLUEHNEe BO3MOXHOCTU COBEPLUEHUS COTPYyOHUKaAMU OLLUMOOK U
HapyLleHW B paMmkax NpeaocTaBreHHbIX UM rnpaB U MOSTHOMOYUMN.

5.1.4. OpraHn3saumoHHble (aAMUHUCTPATUBHbBIE) MePbI 3aLUUThI

OpraHusaumoHHble  (agMUMHUCTPATMBHbLIE) Mepbl  3aWwuTbl - 3TO  Mepbl
OpraHn3aunoOHHOrO XapakTepa, perfameHTUpylLmne npouecchbl (YHKUMOHMPOBAHUSA
cucteMbl  00paboTkM nepcoHanbHbIX  OaHHbIX, MWCMNOMb30BaHWE €€  Pecypcos,
AEeATEeNbHOCTb OOCNYXXMBaIKOLWEro nepcoHana, a Takke MNopsgoK B3auMOAEWCTBUSA
nonb3oBaTtenien C CUCTEMOM TakuMm obpa3omMm, 4TOObl B Haubonbllen CTEMNEHU
3aTPYAHUTb WU UCKNIOYUTE BO3MOXHOCTb peanusaumm yrpo3 6esonacHoCcTn wnm
CHM3UTb pa3Mep NOTepb B Cliydae ux peanusauuu.

5.2. ®opmuposaHue nonumuku beszonacHocmu

MaBHaa uenb agMWHUCTPATUBHBLIX Mep, NpPeanpuMHMMaeMblX Ha BbICLLEM
yrpaBfieH4eCKOM ypoBHe - cdopmMupoBaTb MNONUTUKY B obrnactm obecneyeHus
Ge3onacHOCTM NepcoHarnbHbIX  AaHHbIX  (OTpaxkarowlyt nogxodbl K 3awmTte
nepcoHanbHblX AaHHbIX) M obecneynTb ee BbINOSIHEHWE, Bblgenss Heobxogumble
pecypcbl U KOHTPONUPYS COCTOsIHME Aern.

C npakTU4ecKkon TOYKN 3peHnst NONUTUKY B obnactn obecneyeHuns 6e3onacHoCcTn
nepcoHarnbHbIX AaHHbIX B YnpaBneHun obpasoBaHua LenecoobpasHo pa3buTb Ha aBa
ypoBHSA. K BepxHEMY YpOBHIO OTHOCSTCS peLUeHUs PYKOBOALCTBA, 3aTparvsatoLlime
AesaTenbHOCTb YnpaBneHust obpasoBaHus B uernoM. [lonutuka BepxHero YpPOBHS
AOMMKHA YEeTKO 04YepTUTb Chepy BRAUSIHUA W OrpaHUYEHUs Npu onpedeneHun uenen
Ge3onacHOCTM  MepcoHamnbHbIX  AaHHblX,  OMpPeaennTb  Kakumu  pecypcamu
(MaTepuanbHble, CTPYKTYPHblE, OpraHuM3aLMOHHblEe) OHU ByayT OOCTUTHYTbI, U HaWUTU
pasyMHbIl  KOMAPOMWCC  Mexay npuemnembiM  ypoBHeMm  6e3onacHocTn  u
PYHKLMOHANBbHOCTLHO.

MonnTka HWXKHEro ypoBHSA, onpegensieT npouenypbl, U NpaBuna AOCTUXKEHUS
uenenm u peweHna 3agady 6e30MacHOCTU MepCOoHasnbHbIX AaHHbIX W AeTanu3upyet
(pernameHTMpyeT) 3TN NpaBuna:

- KaKoBbl poNn 1 06513aHHOCTN OOIMKHOCTHBIX NKL, OTBeYaroLwme 3a nposeneHue
NoNUTUKM 6€30NacHOCTM NEPCOHanbHbIX JAHHbIX;

- KTO uMeeT npaBa [OCTyna K NepcoHanbHbIM AaHHbIM, KTO W MNPU KaKuUX
YCNOBUSAX MOXET Yntatb 1 MOANULMPOBATL NEPCOHarnbHbIE AaHHbIE U T.4.

MonnTrKa HWXKHEro ypoBHA AOSMKHA:
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- nNpegycmaTpmBaTtb pernaMmeHT MHEPOPMAaUMOHHBLIX OTHOLUEHWUA, UCKIHOYaoLWmMX
BO3MOXXHOCTb MPOU3BOSIbHbIX, MOHOMOSMBbHbLIX UMW HECAHKLMOHMPOBAHHbLIX AENCTBUN B
OTHOLUEHMU MHPOPMALMOHHBIX PECYPCOB;

- onpegensAtb KOANUUMWOHHBbIE W  MepapXMyeckne MpuHUMNbLl U MeToabl
pasgeneHnsa CeKpeToB U pasrpaHNYeHns OCTyna K NepcoHarnbHbIM AaHHbIM;

- BblGupaThb NpOrpaMMHO-TEXHUYECKME (annapatHble) cpenctea
NPOTMBOLAENCTBUSA HECAHKLMOHMPOBAHHOMY AOCTYNy, ayTeHTUdMKauumn, aBTopm3sanmu,
NaeHTUdUKaALMN N OPYTnX

3alNTHBIX MexaHM3MOB, obecneymBalolMx rapaHTUM peanu3auun npas U
OTBETCTBEHHOCTM CYOHLEKTOB MHHOPMALMNOHHBLIX OTHOLLEHWIA.

5.3. PeenameHmauyusi docmyria 6 rnomMmeu,eHusi

KoMNOHeHTbl MH(OPMALMOHHBIX CUCTEM YnpaBneHus obpas3oBaHMs [OOSMKHbI
pasmellatbCsd B MNOMELUEHNAX, HaxXOOALWMXCH Mo4 OXpaHou wnn HabniogeHuem,
NCKNIOYaoWmMM  BO3MOXHOCTb  OECKOHTPOSIbHOrO  MPOHMKHOBEHMST B MOMELLEHUS
MOCTOPOHHMX NUL, U obecneynBaroLiMM (OU3NYECKYIO COXPaHHOCTb HaxoddALMXCs B
nomeLLeHnn 3amiaemMbix pecypcoB (dokymeHToB, APM u T.n.). Y6opka Takmx

NoMeLleHNn  OOfKHa  NPOU3BOAUTBCA B MPUCYTCTBMM  OTBETCTBEHHOIO
COTPYOHUKA, 3a KOTOPbIM 3aKkpenneHbl AaHHble KOMMOHEHTbl, C cobnogeHvemMm Mmep,
NCKNIOYaLWmMX OOCTYyN MNOCTOPOHHUX §nuy, K 3awWuwaemMbiM  MHAPOPMaLMOHHbLIM
pecypcam.

Bo Bpemsa o06paboTkM nepcoHanbHbIX AaHHbIX B TaKMX MOMELLEHUSX OOIDKEH
NPUCYTCTBOBATb TOMbKO MNEepcoHan, AOMyLWEHHbIn K paboTe C nepcoHanbHbIMU
AaHHBIMU.

3anpeliaeTca npuem noceTutenen B MNOMELLEHUAX, Korga oOcyLlecTBnsaeTcs
obpaboTka nepcoHanbHbIX AAaHHbIX.

Mo okoH4YaHuM paboyero [AOHS, MNOMELLEeHUs, B KOTOPbIX pasmeLLarTcs
KOMMOHEHTbl MH(OPMALMNOHHBIX CUCTEM YrpaBreHus obpasoBaHus, 3anuparTcs Ha
knod. 3gaHve  YnpaBneHuss o6Opas3oBaHUS  OXpaHAETCA  YacTHbIM  OXPaHHbIM
npeanpusTUeMm.

5.4. PeeznameHmauyuss  donycka compyOHUKO8 K  UCMOJIb308aHUI0
UHGbOpMayUOHHbIX pecypcos

B pamkax paspelumTenbHom cucTembl (MaTpuubl) AOCTyna ycTaHaBNMBAETCS:
KTO, KOMY, KaKyld WMHopMauuio 1 Ans Kakoro BMaa AOCTyna MOXET npefocTaBuTb U
NPV KaKnx yCrnoBusix.

Jdonyck nonb3oBatenen k pabote C UHPOPMAUNOHHLIMA  CUCTEMAMM
YnpaeneHua obpasoBaHus M JOCTYyn K €ee pecypcam [ofkeH ObiTb CTporo
pernameHTuUpoBaH. Jllobble W3MEHEHMs cocTaBa W MNOSIHOMOYMA NONb30oBaTENEN
NOACUCTEM OOITKHbI NPON3BOANTLCS YCTAHOBEHHbBIM NOPSAKOM.

YpoBEeHb NOMTHOMOYUIM KaXOoro nonb3oBaTens onpenensieTcs WHAMBUAYyanbHo,
cobnogas crneayoowme TpeboBaHus:

- KaXObll COTPYOHUK NONb3yeTcs TOMbKO NpeanucaHHbIMKM emy npaBaMu no
OTHOLLEHWNIO K MEepcoHanbHbIM [aHHbIM, C KOTOpbIMW emy Heobxoguma paboTa B
COOTBETCTBUN C OOSMKHOCTHbIMM 06s3aHHOCTAMU. PaclupeHue npaB gocTtyna u
npegocTaBneHve [octyna K AOMONHUTENbHbIM  MHAOPMAUMOHHBLIX pecypcam, B
oba3atenbHOM  nopsgke,  OOSPKHO — COrMmacoBbiBaTbCd € agMUHUCTPATOpPOM
6e3onacHOCTM MHPOPMALMOHHBIX CUCTEM MEPCOHANbHbIX AAHHbIX;

- HavanbHUK YnpaBneHua obpas3oBaHWss WMeeT npaBa Ha NPOCMOTP
WHpopMauun  CBOMX MNOOYMHEHHBLIX TOMbKO B  YCTAHOBMEHHbLIX nNpegenax B
COOTBETCTBUMN CO CBOUMM AOSMKHOCTHBIMU 06A3aHHOCTAMMN.

Bce cotpygHuku YnpaeBneHuss obpasoBaHus M 0BCnyXuBawLWuin nepcoHan,
AOMKHbl HECTU MepCoHarbHYl0 OTBETCTBEHHOCTb 3a HapyLleHUs YCTaHOBIIEHHOro
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nopsigka obpaboTKM nepcoHanbHbIX AAHHbLIX, MPaBUIT XPaHEHWUS, WCMONb30BaHUA U
nepefadn HaxoOsLWMXCA B WX PacCnoOpsiKEHUM 3alimuiaeMbliX PecypCoB CUCTEMbI.
Kaxgbin coTpyaHuk (npu npueme Ha paboTy) AosmkeH nognucbiBaTb 0693aTenbCTBO O
cobniogeHnn 1 OTBETCTBEHHOCTW 3a HapylleHWEe YCTaHOBMEHHbIX TpeboBaHui No
COXpaHEHMIO NepCcoHanbHbIX AaHHbIX YNpaBneHust obpa3oBaHumS.

O6paboTka nepcoHarnbHbIX AaHHbIX B KOMMOHEHTax WMHAPOPMALMOHHBLIX CUCTEM
YnpasneHusa obpasoBaHust 4OSPKHA NPOM3BOAUTLCA B COOTBETCTBUMN C YTBEPXKAEHHBIMU
TEXHOSOMMYECKUMUN UHCTPYKLMAMMU.

5.5. PeenameHmauyusi npoueccos8 0bcryxugaHUss U  OcyuwecmerieHusi
Moducbukayuu annapamHbix U rpogpaMMHbIX Pecypcos

B uensx noggepxaHusa pexmnma MHopMaunmoHHon 6e3onacHoCTM annapaTtHo -
nporpamMmHas KoOHUrypauus aBTOMaTM3MPOBaAHHbIX pPaboynx MecCT COTPYAHWUKOB
YnpasneHna obpasoBaHWsa, C  KOTOpPbIX BO3MOXeEH [OCTyn K pecypcam
MH(POPMALMOHHBIX CUCTEM, OOMKHA COOTBETCTBOBATb KPYry BO3MOXEHHbIX Ha OAHHbIX
nonb3oBaTtenen PyHKUNOHaNbHbIX 06S93aHHOCTEN.

B komnoHeHTax WMHPOPMAUMOHHLIX CUCTEM UK Ha paboumx MecTax
nonb3oBaTenen [[OMKHbl YCTaHaBNMBATbCA WM UCMONb30BaTbCA  NIMUEH3NOHHbIE
nporpaMmHble cpeacTBa.

5.6. ObecrieyeHue U KOHMpOsb ¢bududyeckol uyesiocmHocmu (HeuamMeHHocmu
KOHGbu2ypauyuu) annapamHbix pecypcos

O6opynoBaHne WHPOPMALMOHHBLIX CUCTEM, UCMonb3yeMoe NS JocTyna W
XpaHeHWs1 NepCcoHarnbHbIX AaHHbIX, K KOTOPOMY OOCTYN 06CnyXMBalLLero nepcoHana B
npoLecce aKkcnnyaTauumn He TpebyeTcs, nocne HanagovHblX, PEMOHTHbIX U MHbIX paboT,
CBSI3aHHbIX C 4OCTYMNOM K €ro KOMMNOHEHTaM LOMKHO 3aKpbIBaTbCS.

5.7. lNod6op u nodzomoeka rnepcoHarna, oby4yeHue nosb3ogamernel

Monb3oBaTtenu MHAOPMALMOHHBLIX CUCTEM YNpaBneHus obpasoBaHus, a Takke
PYKOBOASALLMIA N OBCNY>XMBAKOLWNMA NepcoHan AOMKHbl OblTb O3HAKOMIIEHbI CO CBOUM
YPOBHEM MOSTHOMOYMA, a TaKXKe OpraHn3aLuWoHHO-pacnopaauTESIbHOM, HOPMAaTUBHOM,
TEXHUYECKOM WM 3JKCMslyaTauuoHHOM [OKYMeHTauuen, onpegensiwouwen TpeboBaHus un
nopsgok 06paboTkn NnepcoHanbHbIX AaHHbIX YnpasneHnem obpasoBaHus.

Ob6ecneyeHne 6e30nMacHOCTN NepCcoHasnbHbIX AaHHbIX BO3MOXHO TOMbKO Mocne
BblpaboOTKM y nonb3oBaTenen onpeaeneHHonm KynbTypbl paboTbl, T.e. HOPM,
obas3aTenbHbIX ONAs UCNOMHEHUA BCeMU, KTO paboTaeT € WH(OPMaLNOHHBIMK
pecypcamu YnpasneHus obpasoBaHus. K Takmm HOpmam MOXHO OTHECTM 3anpeLieHue
MoBbIX  YMbIWMAEHHbIX WM HEYMbILWEHHbIX OEWCTBUIA, KOTOpble HapyllawT
HOpMarnbHyt0 paboTy  KOMMOHEHTOB  MHMOPMALUMOHHBLIX CUCTEM  YnpaBneHus
obpa3oBaHMs, BbI3bIBAOT  AOMNOSHUTENbHbIE  3aTpaTbl  PECypcoB,  HapyLwlatT
LEeNOCTHOCTb XpaHMMon n obpabaTbiBaemMon WHGOPMaUUK, HapyLllawT MHTEPECHI
3aKOHHbIX NOMb3oBaTenemn, BnagensbLeB M CO6CTBEHHNKOB.

Bce nonb3oBatenu uHGOPMALMOHHBIX cuUCTeM YnpaBneHusi obpas3oBaHus
AOMMKHbI ObITb 03HAaKOMMEHbI C OPraHN3aUMOHHO - PacnopsiANTENbHbIMU AOKYMEHTaMM
no obecneveHnto 6e30MacHOCTN NepCcoHanbHbIX AaHHbIX YNpaBneHus obpa3oBaHus, B
4YacTu, UX KacatoLlencs, AOMKHbl 3HaTb M HEYKOCHUTENbHO BbIMOMHATL UHCTPYKLMK U
3HaTb obwme obaAzaHHOCTM No obecneveHuto 6e30MacHOCTN NepCoHanbHbIX AAHHbIX.
[oBeaneHne TpeboOBaHUIM yKa3aHHbIX LOKYMEHTOB OO NUL, AOMyLIEHHbIX K obpaboTke
3almLLaemMbIX NepCcoHarbHbIX AaHHbIX, OSMKHO OCYLLECTBNATLCS NOL4 POCMUCSH.

5.8. OmeemcmeeHHOCMb 3@ HapyWweHUs  yCmaHOBNeHHo20  MopsodKa
Mos1b308aHUsi pecypcamu UHGOpMaUUOHHbIX cucmem YnpasieHusi o6pa3oeaHust

13



Mepa OTBETCTBEHHOCTM NepcoHana 3a AEeWCTBUS, COBEpPLUEHHbIE B HapyLleHue
YCTaAHOBIEHHbIX nNpaBun obecnevyeHna ©OesonacHonm paboTbl C NepcoHaribHbIMU
AaHHBIMW, O0SPKHA ONpeaenaTbCa HaHECEHHbIM yuwepbom, HanMyunem 3f0ro ymbicra u
Apyrummn paktopamm No yCMOTPEHMIO PyKOBOACTBA YrnpaBneHnsa obpasoBaHus.

[na peanusaumm npyMHUmMna nepcoHanbHON OTBETCTBEHHOCTM NONb3oBaTenen 3a
CBOM AENCTBUS HEOOXOANMBbI:

- nHamBmayanbHas maeHTudukauma nonb3oBaTenen M MHULMMPOBAHHBIX MMU
npoLeccoB, T.e. yCTaHOBMEHNE 3a HUMKU naeHTugukatopa (login, Username), Ha 6ase
koToporo OyaeT OcCyWecTBnATbCA pasrpaHnyeHne [JocTyna B COOTBETCTBMM C
NPUHLMNOM 060CHOBAHHOCTU AOCTYNa;

- npoBepka MNOASIMHHOCTM nonb3oBaTenen (ayTeHTudukaunsa) Ha OCHOBE
naponeu;

- peakuuMsi Ha noMbITKM HECAHKUMOHMPOBAHHOIO AocTyna (curHanusauus,
GrnokupoBka 1 T.4.).

5.9. Cpedcmea obecrieyeHusi 6e3ornacHocmu nepcoHarbHbIX 0aHHbIX

ans obecne4veHus NHPOPMaLIMOHHON 6esonacHocTK YnpaBneHnem
obpa3oBaHNs NCNONb3YTCA Criegyolmne cpeacTasa 3alnuTbl:

- hnsmyeckune cpeacTsa;

- TEXHNYECKMe CpeacTea;

- cpefcTBa uaeHTumkaumm n ayteHTMmnkaLmm nonb3oBarenen;

- cpeacTBa pasrpaHn4yeHns gocTyna;

- cpeacTBa obecnevyeHns N KOHTPOIS LEeNOCTHOCTY;

- cpeacTBa onepaTMBHOIO KOHTPOMS U permctpaumm cobbliTnii 6€30nacHOCTH.

Cpepfcrtsa 3awmThl OMKHbI MPUMEHATLCA KO BCEM pecypcamM MHGOPMaLMOHHbIX
cucTeM YnpaBneHus obpasoBaHus, He3aBUCUMO OT MX BuAa n oopMbl NpeacTaBneHns
MHdOPMaLUKU B HUX.

5.9.1. dusnyeckme cpencrea 3awmTbl

dunsnyeckne Mepbl  3aWmUTbl OCHOBAHbl Ha MPUMEHEHMM pasHOro poaa
MEXaHW4YEeCKNX,  OMEKTPOHHbIX MMM  SNIEKTPOHHO-MEXaHMYECKMX  YCTPOMCTB U
COOpPYXXEHUN, cneuunanbHO npeaHasHavyeHHbIX ANns co3gaHnsa U3nyYecknx NpensTCTBUin
Ha BO3MOXHbIX MYTAX MPOHMKHOBEHMS M LOCTyna MNOTeHuManbHbIX HapylwuTenem kK
KOMMOHEHTaM CUCTEMbl W 3alWUAEMbIM MNEPCOHarnbHbIM  AaHHbIM, a Takxke
TEXHUYECKNX CPeACTB BM3yanbHOro HabnoaeHns, CBs3M U OXPaHHOW CUrHanM3aumm.

Ona obecneyeHns usnyeckon 6€30MacHOCTU KOMMOHEHTOB MH(POPMALMOHHbBIX
cucTeM YnpasneHuo obpasoBaHms HEOHBXOANUMO OCYLLECTBIIATb PSA OPraHM3aunMOHHbIX
N TEXHUYECKMX  MEPONPUATUN, BKIHOYAOLLNX: npoBepky  obopyaoBaHus,
npeaHasHa4yeHHoro Ans o6paboTkn NepcoHarnbHbIX AaHHbIX, Ha:

- HanMuue cneynanbHO BHEAPEHHbIX 3aKaaHbIX YCTPONCTB;

- BBEAEeHNEe OONOSTHUTESbHbBIX OrpaHMYeHNin MO AOCTYNY B NOMELLEHNS,

npegHasHa4yeHHble AN XpaHeHns n 06paboTkM NepcoHarnbHbIX AaHHbIX;

- obopygoBaHMe cUCTEM MHGOPMaTM3auMM YCTPOMCTBaAMM 3awmuTbl OT cboes
3NEKTPONUTaAHMS U MOMEX B NMMHNAX CBSA3MW.

5.9.2. TexHn4eckme cpeacrea 3awmTbl

TexHudeckne (annapaTHO-NporpaMMHble) Mepbl  3alWnuTbl  OCHOBaHbl  Ha
MCNONMb30BaHMM PAa3fMYHbIX 3MEKTPOHHbIX YCTPOMCTB M creuuarnbHbliX nporpamm u
BbINOSTHAOLWNX (CAMOCTOATENBHO UM B KOMMMEKCE C ApYruMu cpenctBaMn) OyHKLMM
3aWwnTbl  (MaeHTUMKaumio ©n  ayTeHTMdUuKaumio nonb3oBaTenen, pasrpaHnyeHune
AocTyna K pecypcam, peructpauuio  cobblTui, Kpuntorpaduyeckoe 3akpbiTve
MHopMauuun 1 T.4.).

C yyetoMm Bcex TpeboBaHMiA W npuHUMMNOB obecneyeHuss ©e3onacHoOCTU
NnepcoHanbHbIX AaHHbIX MO BCEM HanpaBNeHWAM 3aliMTbl B COCTaB CUCTEMbI 3aLUUTDI
AOMMKHbI BbITh BKMOYEHbI CrieayoLlmne cpencraa:
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- cpefcTBa pasrpaHnYeHns JocTyna K JaHHbIM;

- cpeAcTBa perncrpauumn AocTtyna K KOMMOHeHTaM MHMOPMALMOHHBLIX CUCTEM U
KOHTPONs 3a UCnonb3oBaHMeM NMHdoOpMaLnu;

- CpeAcTBa pearMpoBaHMs Ha HapylweHus pexmma  MHGPOPMaLMOHHON
6esonacHocTw.

Ha TexHuyeckune cpeactsa  3aliMTbl BO3MaraeTcs pelleHne  crnegylowmx
OCHOBHbIX 3a4au:

- naeHTuurKauma n ayTeHTUrKaLma nonb3osaTenen npu NOMOLM UMEH WUNn
crneumanbHbIX annapaTtHbix cpenctB (Advantor, Touch Memory, Smart Card, 3I1, n
T.N.);

- pernameHTauus u ynpasneHue [OCTYNOM Mofnb3oBaTeNnen B MOMELLEHUS, K
PM3NYECKUM U NOTUYECKUM YCTPOMUCTBAM,;

- 3awuTa OT NPOHUKHOBEHUS KOMMBIOTEPHBLIX BUMPYCOB U pPaspyLUMTENbHOMO
BO3ENCTBUS BPEOOHOCHbIX NPOrpamm;

- perncTpaumns Bcex AEeNCTBMI NOMb30BaTeNs B 3alUMLLEHHOM XypHarne, Hanmyune
HECKONbKMX YPOBHEN perncTpaumu;

- 3aWmMTa AaHHbIX CUCTeMbl 3awWwuTbl Ha annoBoM cepBepe OT AocTyna
nonb3oBaTefnien, B YbM JOIMKHOCTHbIE 06A3aHHOCTM He BXoauT paboTta ¢ MHdopmaLmu,
HaxogsLLencsa Ha HeM.

5.9.3. Cpeactea ngeHTnmnKauum n ayteHTudunKaLmm nonb3oBaTtenemn

B uensax npepotBpalieHms paboTbl ¢ pecypcaMy UHPOPMALMOHHBIX CUCTEM
YnpaBneHua obpasoBaHUs NOCTOPOHHUX NUL, HeoBxoaumMo obecneynTb BO3MOXHOCTb
pacno3HaBaHMA KaXaoro fieranbHOro nonb3oBatens (Mnv rpynn nonb3oBartenen). Ons
noeHTUMUKaLUMM MOryT MNpPUMEHATBCS pPasfMYHOrO0 poJa YCTPOWMCTBA: MarHUTHbIE
KapTOYKM, KUK, KNIOYEBbIE BCTABKU, UCKETbI U T.M.

AyTeHTndurkauma (noaTeepXxgeHne noaMHHOCTK) NOoNb3oBaTeNnen Takke MOXeT
OCYLLECTBNATLCS:

- nNyTemM TMpOBEPKM Hanuuus Yy nonb3oBaTenen Kakmx-nubo crneumanbHbIX
YCTPOWUCTB (MarHMUTHbIX KapTO4eK, KNOYen, KIouYeBbIX BCTABOK U T.4.);

- MyTeMm NPOBEPKU 3HAHUSA UMW Naponewn;

- NyTeM NPOBEPKN YHUKasbHbIX (PU3MYECKMX XapaKTEPUCTUK U NapamMeTpoB
caMmmx nonb3oBaTenen Npu NoMoLLM cneynarnbHbiXx GOMeTPUYECKNX yCTPONCTB.

5.9.4. CpeactBa pasrpaHuMyeHus gocryna

30Hbl OTBETCTBEHHOCTM U 3a4ayvM KOHKPETHbIX TEXHWYECKUX CPeacTB 3aluuThbl
yCTaHaBMMBAKTCA UCXOAS M3 UX BO3MOXHOCTEN M 3KCMyaTaLMOHHbIX XapakTepUCTUK,
OMNUCaHHbIX B JOKYMEHTaLMM Ha JaHHble cpeacTBa.

TexHu4eckne cpeacTBa pasrpaHMyYeHnss OCTyna AOMKHbI NO BO3MOXHOCTK ObITb
COCTaBHOW YacTblo eIMHOW CUCTEMbI KOHTPOMNA AOoCTyna:

- Ha KOHTPOSIMPYEMYIO TEPPUTOPUIO;

- B OTAEeNbHbIE NOMELLEHNS;

- K KOMMOHEeHTaM WHMOPMaLUMOHHON cpeabl YnpasreHuss obpasoBaHua W
aNeMeHTaM CUCTEMbI 3alLMTbl NePCOHarbHbIX AAaHHbIX ((PU3NYeCcKnin 4OCTyn);

- K WH(OpPMaUMOHHBIM pecypcaMm (OOKYMEHTaMm, Hocutenam wHdpopmauum,
hannam, Habopam faHHbIX, apxuBam, cnpaBkam u T.4.);

- K aKTUBHbIM pecypcam (npuknagHbIM nporpammMmam, 3agadam u 1.n.);

- K OnepaunoHHON cucTeMe, CUCTEMHbBIM NMporpaMmMam 1 nporpamMmmam 3aLmnTbl.

5.9.5. Cpeactea obecneyeHunst n KOHTPONS LENOCTHOCTH

CpeactBa obecneyeHus LENOCTHOCTM BKMOYAOT B CBOWM COCTaB cpeacTsa
pPEe3epBHOMO  KOMUPOBaHWS, MNPOrpaMmbl  aHTUMBUPYCHOM  3alUMTbl, NPOrpamMmbl
BOCCTaAHOBMNEHNA LLENOCTHOCTM ONnepaunoHHOn cpeabl n 6a3 AaHHbIX.

CpeactBa KOHTPONSA  LENOCTHOCTU  MHGOPMALMOHHbLIX PECYPCOB  CUCTEMbI
npeaHasHayeHbl ANA CBOEBPEMEHHOro OBOHapyXeHus MoaurKaumm Unu UCKaxeHus

15



pecypcoB cuctembl. OHM NO3BOMAKT 0becneyunTb NPaBUNbHOCTb (PYHKLMOHMPOBAHNS
CUCTEMbI 3aLLNTLI U LLEeNTOCTHOCTb XpaHUMoun 1 obpabaTbiBaemMon NMHopmaumin.

KOoHTpOnb LenoCcTHOCTM MHApOPMALLMM U CPEACTB 3aLLMThbl, C Lienblo obecneyeHns
HEM3MEHHOCTM  MH(OPMaAUMOHHOW  cpedbl, onpedensemMod  npeaycMOTPEeHHOM
TexHonornen o6paboTkM, M 3aWnUTbl OT HECAHKLUMOHMPOBAHHOM MoauduMKaumm
nepcoHanbHbIX AaHHbIX AOMKEH obecneyunBaTbCs:

- cpeactBamMu pasrpaHudeHunss goctyna (B MOMELUEHWUs, K OOKYMeHTaMm, K
HOCUTENAM MHGOPMaLMK, K cepBepam, JIOrM4eCcKUM YCTPOMCTBaM U T.1.);

- cpeacTBamMm 3NEKTPOHHOM NOAMUCH;

- cpeAcTBaMu nofacyeTa KOHTPOSIbHbIX CYyMM (4515 MCMOMb3YyeMOoro nporpamMmmMHoOro
obecneyeHus).

5.9.6. CpeactBa onepaTUBHOMO KOHTPONS U peructpauum  cobbITun
6e3onacHoCTH

CpencrBa OOBEKTMBHOIO KOHTPONS OOSMKHbI obecnevmBatb OOHapyXeHue wu
perncTpauuio Bcex cobbiTui (4encTeumm nonb3oatenen, nonbitok HCA v 1.n.), KOTOpbIE
MOryT noBfeyb 3a cobon HapyleHne 6Ge3onacHOCTM U MPUBECTU K BO3HUKHOBEHMIO
KPU3BUCHBbIX cuUTyauun. AHanm3 cobpaHHOW cpeacTtBamMu perucrpauum MHgopmMaumm
NO3BOMSET BbIABUTL (PakTbl COBEPLUEHUS] HApPYLLIEHUI, NX XapakTep, NoAcka3aTb MeToA
ero paccnegosaHmss M cnocobbl MOMCKa HapyLMTENS W WUCMNpPaBfEHUs CUTYyaLUW.
CpeqncTtBa KOHTpPONs 1 pernctpaumm AOMMKHbI NpeaoCcTaBnsTb BO3MOXHOCTH:

- BedeHWa W aHanmMsa XKypHanoB peructpauum cobbiTnin  6e3onacHoCcTm
(CUCTEMHBIX XXypHanoB);

- nonyyeHws TBepAOW Konuwu (MeyaTn) >XypHana perucTpaumm cobbiTun
©e3onacHocCTK;

- YynopsgoYeHnst XKypHanoB, a Takke YCTaHOBIEHUSI OrpaHUYEHUA Ha CPOK WX
XpaHeHWs;

- onepaTUBHOIO ONOBELLEHUS agMUHUCTpaTopa 6e30MacHOCTM O HapyLUEHUSX.

Mpn pernctpaumm cobbiTnuin 6e30nacHOCTU B XypHane AoSMkHa PUKCMPOBaTbCSA
cnegyowiaa nHdopmMauus:

- faTta v Bpems cobbITus;

- ngeHTMdmkaTop cybbekTa, OCyLeCTBNALWEro perucTtpupyemoe gencraune;

- fencreume (Tvn goctyna).

5.10. KoHmpornb aghghbekmusHocmu cucmembi 3auyumal

KoHTponb aheKTUBHOCTM 3aLLMTbl NEPCOHANbHbIX AaHHbIX OCYLLECTBNSAETCH C
Lenbio CBOEBPEMEHHOIrO BbISIBMIEHUST M NPeaoTBpaLLeHMst YTEeYKM MepCoHarnbHbIX
AaHHbIX 3@ CYEeT HEeCaHKUMOHMPOBAHHOIMO [AOCTyna, a Takke npeaynpexaeHus
BO3MOXHbIX  CneuuanbHblX  BO3AENCTBUA,  HaMpaBfeHHbIX Ha  YHUYTOXEHMEe
nepcoHanbHbIX [aHHbIX, paspylieHne cpenctB MHdopmatTusaumm. KoHTponb MoXeT
NPOBOANTLCS NPUBEKaeMbIMU ON1si 3TOW LEenn opraHM3aumsiMm, UMerLWMMn NIMLEH3NI0
Ha 3TOT BUA OEATENbHOCTM.

OueHka 3PEeKTUBHOCTM Mep 3aluTbl NEpPCOHarnbHbIX OaHHbIX NPOBOAUTCS C
NCMOMNb30BaHMEM TEXHUYECKMX W NPOrpaMMHbLIX CPeACTB KOHTPONS Ha npeomeT
COOTBETCTBUSA YCTAHOBMNEHHBLIM TPEOOBAHUAM.
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