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13 Cnncok ncnornb3oBaHHbIX UCTOYHUKOB



ONPEOENEHUA

B HacTosilem JOoKyMeHTe UCMOoMb3YTCH cneayowme TeEpMUHbl U X onpeaeneHuns.

ABTOMaTU3NpOBaHHAA CUCTEMa — CUCTEMa, COCTOsLLAas M3 nepcoHana M KoMm-
nnekca cpefcTtB aBTomaTM3aumMm ero OeATenlbHOCTW, peanuaylowas WH(OPMAaLNOHHYH
TEXHOSOIMI0 BbINONTHEHNSA YCTAHOBNEHHbIX (PYHKLMNA.

AyTeHTUMKauma oTnpaBuUTeNnsA pAaHHbIX — MNOATBEPXAEHWe TOro, 4Tto OT-
npaBuTerb NOMyYEeHHbIX AaHHbIX COOTBETCTBYET 3asBfIEHHOMY.

Be3onacHOCTb nNepcoHarnbHbIX AaHHbIX — COCTOSIHME 3alULLEHHOCTU nepco-
HarnbHbIX OAHHbIX, XapakTepmnayemoe CnoCOOHOCTbIO NOMb30BaTENEN, TEXHUYECKUX CPEACTB
N MHPOPMALMOHHBIX TEXHOMOrMIM obecnevnTb KOHPUAEHUNANBHOCTb, LENOCTHOCTbL U JOC-
TYMHOCTb NepCOHarbHbIX AaHHbLIX MpU UXx 0bpaboTke B MHPOPMALMOHHBLIX cUcCTeEMax nep-
COHarnbHbIX JAHHbIX.

BuomeTpuyeckmne nepcoHanbHble AaHHbIe — CBEAEHUS, KOTOPbIE XapaKkTepuayrT
duanonornyeckne oCobeHHOCTN YernoBeka N Ha OCHOBE KOTOPbIX MOXHO YCTAHOBUTb €ro
NNYHOCTb, BKNtOYas potorpadumn, oTnedaTkn nanbues, obpas ceTyaTkm rnasa, 0cobeHHo-
CTW CTPOEHMS Tena u gpyryto nogobHyo MHopmaLumio.

BnoknpoBaHue nepcoHanbHbIX AaHHbIX — BPEMEHHOE npekpalweHne cbopa,
cucTeMaTtusaumm, HakoMneHUs, MCNONb30BaHUA, PacnpoOCTPaHEeHUsl, NepcoHasrbHbIX AaH-
HbIX, B TOM YMCIe NX nepegayw.

Bupyc (KOMNbOTEPHbLIN, NPOrPaMMHbIN) — UCNOSTHAEMbIN NPOrPaMMHbINA KO4 UK
NHTepnpeTUpyemMbii Habop NHCTPYKLNN, obnagarowmn cBoMCTBaMU He-
CaHKLUMOHMPOBAHHOIO pacnpocTpaHeHnss n camoBocnpousBeneHus. Cos3aaHHble aybnuka-
Tbl KOMMNBIOTEPHOIO BMpYyCa He BCerda CoBMagaloT C OPUrMHaNoOM, HO COXPaHSIOT CNocob-
HOCTb K JarbHelLemMy pacnpoCTpaHEeHUo 1 CaMOBOCTNPOU3BELEHNIO.

BpenoHocHas nporpamMma — nporpamma, npegHasHayeHHas gnsa OCyLleCcTBeHUs
HeCaHKLUMOHMPOBAHHOIO 4OCTYNa U (Mnn) BO3OENCTBUS HA NepcoHarbHble AaHHbIE UK pe-
CypCbl MHPOPMALMOHHOW CUCTEMbI MEPCOHANbHbIX JAHHbIX.

BcnomoraTtenbHble TEXHUYECKME CpeAcTBa M CUCTEMbl — TEXHUYECKME cpea-
CTBa N CUCTEMbI, HE NpeaHa3Ha4YeHHble Ans nepeaayn, o6paboTkm U XpaHeHUst NepcoHarnb-
HbIX OAHHbIX, YCTaHaBNMBAEMblE€ COBMECTHO C TEXHUYECKMMMU CPpeacTBamMuM U CUCTEMaMM,
npeaHasHayYeHHbIMU 4nsi 06paboTkM NepcoHarnbHbIX aHHbIX UM B NOMELLIEHUSX, B KOTOPbIX
YCTaHOBIIEHbI MHPOPMALIMOHHbIE CUCTEMbI NEPCOHANbHbBIX AAaHHbIX.

[JocTtyn B onepauuoHHyK cpeny KomnbioTepa (MH(pOPMaALUMOHHOM CUCTEMbI

nepcoHarnbHbIX AaHHbIX) — NnoJiydeHne BO3MOXHOCTU 3amnycCka Ha BbIMOJIHEHUE LUTATHbIX KO-



MaHg, YHKUMIA, npouenyp OnepaumvoHHOM CUCTEMbI (YHUHTOXEHUS, KOMMPOBaHWS, nepemMelLie-
HUS U T.M.), UCMONHSIEMbIX (DanrnoB NPUKIagHbIX NPorpaMm.

Joctyn K wuHdoOpMaumm— BO3MOXHOCTb MOSyMEHUA WHopMaumm U ee  Uc-
NONb30BaHUSA.

3aknago4yHoe yCTPOMUCTBO — 3fIEMEHT cpeacTBa CbeMa MHAOPMaLMN, CKPbITHO BHE-
ApsieMbIn (3aKragblBaeMbl UM BHOCUMbIN) B MeCTa BO3MOXHOMO cbemMa MHpopmaumun (B Tom
y/ucne B OrpaxaeHue, KOHCTPyKumto, obopyaoBaHue, npeaMeTbl MHTepbepa, TPaHCMOPTHbIE
CPEACTBA, a Takke B TEXHUYECKME CpeacTBa U cucteMbl 06paboTkm nHdopmaumn).

3awmwaemasa wuHdopmauusa — uvHDOpPMaUUs, ABNSIOWAACA  NpeaMeToMm  cob-
CTBEHHOCTW W MoAfexallasi 3awmte B COOTBETCTBUM C TPeOOBaHMAMM NPaBOBbIX JOKYMEHTOB
nnm TpeboBaHMAMK, yCTaHaBNMBAEMbIMM COBCTBEHHNKOM MHGbOpMAaLIMK.

NoeHTndukauma — npmceoeHre cybbektam M obbekTam OocTyna naeHTudmkaTopa u
(unn) cpaBHEHWE NPeabABNSEMOro MaeHTMdMKaTopa C nepeyHemM NPUCBOEHHbIX NOeHTUMUKa-
TOpPOB.

UHopmaTUBHBLIM  CUrHaM —  OMeKTPUYECKME  CUrHamnbl, aKyCTUYecKkue, arek-
TPOMarHUTHbIE 1 Apyrve dmsnyeckue nors, No napaMmeTpam KOTOpbIX MOXET BbiTb packpbiTa KOH-
dmaeHumanbHas MHopmauus (NepcoHarnbHble AaHHble) obpabaTbiBaemas B MHpOpMaLMOHHON
cUCTEME NnepCcoHarnbHbIX AaHHbIX.

UHdopmaumoHHaa cuctema nepcoHanbHbIXx AaHHbIX (UCMAOH) — nHdpopmaum-
OHHasa cucTtema, npeacrasnsaowaa cobon COBOKYNMHOCTb NEPCOHasbHbIX OAHHbIX, COAep-
Xawmxca B 6ase [JaHHbIX, a Takke WHPOPMALMOHHBIX TEXHOMOMMN W TEXHUYECKMX
CcpeacTB, MO3BONALINX OCYLLECTBATL 00paboTKy TakMx MepCcoHasibHbIX AaHHbIX C UC-
nofb3oBaHMeM CpeacTB aBToMaTM3aunm unm 6e3 Ncnonb3oBaHUs Takux CPeacTB.

MHdopmMaLnOHHbIe TeXHONOrMmU — NMpoLeccsl, METOAbI MoMCcKa, cbopa, XpaHeHusi, 0b-
paboTkn, NpeaoCcTaBneHns, pacnpoCTpaHEHNsT MHAPOPMAaLMKM U CNocobbl OCYLLLECTBEHUS TaKnxX
npoueccoB U METOO0B.

Ucnonb3oBaHMe nepcoHasnbHbIX AaHHbIX — ENCTBUA (Onepaunn) ¢ nepcoHarnb-
HbIMW AaHHBIMW, COBEpLUaeMble ONepaTopoM B LieNsaxX NPUHATUSA PeLIeHnn unm coeeplLue-
HUS MHbIX AENCTBUA, MOPOXAAOLWMX lopuandeckne nocneacTens B OTHOWEHUN cybbekTa
nepcoHanbHbIX AaHHbIX UK OpYyrnx nvy Nmbo nHbIM 0BpasomM 3aTparnBarolmx npasa u
cBoboabl cybbekTa nepcoHarnbHbIX 4aHHbIX UK APYrnX NnL.

MUcTouHuK yrposbl 6e3onacHoctu wuHdopmauunm — cybbekT [octyna, marte-
puanbHbI OOBLEKT MM mnsnyeckoe SBMEHVE, ABNSIOWMECS NMPUYMHON BO3HWMKHOBEHWUSA Yrpo3bl

B6esonacHoCTM NHpopmMaumn.



KoHTponupyemas 30Ha — NpOCTPaHCTBO (TEPPUTOPUS, 3OaHve, YacTb 34aHus, nome-
LLIEHME), B KOTOPOM WCKMKOYEHO HEKOHTponmpyemoe npebbiBaHve MOCTOPOHHMX fWU, a Takke
TPaHCMOPTHbIX, TEXHUYECKUX N UHBIX MaTepuarbHbIX CPeACTB.

KoHdmaeHuManbHOCTb NepcoHanbHbIX AaHHbIX — obsA3aTenbHoe Ana cobnto-
[AEHMS OnNepaTopoM Ui MHbIM MOSTYYMBLLMM OOCTYN K NEepPCOHarbHbIM AaHHBIM NMLOM TpeboBa-
HMe He JonyckaTb UX pacrnpocTpaHeHne 6e3 cornacust cydbekTa NepcoHanbHbIX AaHHbIX U Ha-
FINYNSI IHOTO 3aKOHHOTO OCHOBAHMS.

MexceTteBOW 3KpaH — nokarbHOe (OQHOKOMMOHEHTHOE) WK OYHKLMOHArbHO-
pacnpeneneHHoe nNporpaMMHoe (NporpamMMHo-annapaTHOe) CPeacTBO (KOMMIIEKC), peanuaytoLlee
KOHTPOSb 3a MHGpOpMaUMeNn, NocTynatowen B MHPOPMALMOHHYKO CUCTEMY NEPCOHAsbHbIX gaH-
HbIX 1 (MNK) BbIXoAsLEN 13 NHPOPMALIMOHHOW CUCTEMBI.

HapywuTtenb 6e3onacHOCTU NepcoHanbHbIX AaHHbIX — (busnyeckoe nMUo, Cry-
YalHO UNM NpegHaMepPEeHHO CoBepLUatoLLiee AENCTBUSA, CreacTBUEM KOTOPbIX SBMSETCS HapyLue-
HMe 6e30nacHOCTN NEePCOHarbHbIX AaHHbIX MPY MX 0bpaboTke TEXHUYECKUMM CPeaCcTBaMn B UH-
POPMALMOHHBIX CUCTEMAX NEPCOHASNBHBIX JAaHHbIX.

HeaBTOMaTu3MpoBaHHasi ob6pabGoTka mnepcoHanbHbIX AaHHbIX — 06paboTka
NnepcoHanbHbIX OaHHbIX, coAepXalmxcs B MHMOPMALMOHHOW CUCTEME MNEepCOHarbHbIX
AaHHbIX NGO N3BMEYEHHbIX N3 TaKOW CUCTEMbI, CYHATAETCS OCYLLEeCTBEHHON 6e3 ncnosb-
30BaHNSA CpeAcTB aBTOMaTmsaumm (HeaBTOMaTM3MPOBAHHOW), €CNU Takue AEeNCTBUS C
nepcoHanbHbIMW JaHHbIMU, KaK UCMOMb30BaHWE, YTOYHEHNE, pacrnpoCTpaHeHue, YHUYTO-
XXeHVe nepcoHanbHbIX JAHHbIX B OTHOLUEHUW KaXXOoro u3 cybbekToB nepcoHanbHbIX AaH-
HbIX, OCYLLEeCTBAKTCS NPU HENOCPEACTBEHHOM Y4acTuMM YenoBeka.

HepeknapupoBaHHble BO3MOXHOCTU — (QYHKLMOHAmNbHbIe BO3MOXHOCTU CPeacTs
BbIYMCIIUTENBHOM TEXHUKWN, HE OMMCAaHHbIE UMM HE COOTBETCTBYIOLLME ONUCaHHBLIM B JOKYMEHTa-
LMK, NPU UCMONb30BaHNM KOTOPbIX BO3MOXHO HapyLUeHWe KOHbuaeHUMansHOCTW, AOCTYNHOCTU
UM LEeNoCTHOCTK obpabaTbiBaeMon MHpopmMaumn.

HecaHKUMOHMpPOBaHHbLIM AOCTYN (HECaHKLMOHMUPOBaAHHbIE AEUCTBUSA) — OOCTYN
K MHCpopMaLmn nnv ENCTBUS C MHpOPMaLMEN, HapyLLaoLLMe NpaBuria pasrpaHuyYeHnsa JocTyna
C MCMNOMb30BaHWEM LUTATHbIX CPEACTB, NpedocTaBnseMblX UH(OPMAaUNOHHBIMU CUCTEMaMKU
nepcoHanbHbIX AaHHbIX.

Hocurtenb nHdopmaumm — pmanyeckoe nmuo Unm MmatepmarnbHbii 0ObEKT, B TOM YMcre
dm3anyeckoe norse, B KOTOPOM UMHAOPMaLMS HaXOaUT CBOE OTpaKeHVe B BMOE CUMBOIIOB, obpa-
30B, CUrHaroB, TEXHUYECKUX PELUEHWIN U NPOLIECCOB, KONMMYECTBEHHbIX XapakKTepUCTUK ounaun-

YECKUX BEJTUYUNH.



Ob6e3nnumBaHMe nepcoHanbHbIX AAaHHbIX — OEWCTBUSA, B pe3ynbTaTe KOTOPbIX
HEBO3MOXHO OnpeaenvTb NPUHAANIEXHOCTb NEePCOHanbHbIX AaHHbIX KOHKPETHOMY CybOb-
€KTY NepcoHaribHbIX JaHHbIX.

O6paboTka nepcoHanbHbIX AaHHbIX — OENUCTBMSA (onepaumm) C NepcoHanbHbIMM
AaHHBbIMK, BKIOYas cbop, cuctemMaTm3aumio, HaKoMneHne, XpaHeHre, yTouHeHe (0bHOBIEHME,
N3MEHEHME), UCNoNb30BaHMe, pacnpocTpaHeHe (B TOM 4ucre nepegady), obesnunuveaHue,
GrokMpoBaHmNe, YHUYTOXEHNE NEPCOHANbHbIX AAHHbIX.

O6wenocTynHble NepcoHanbHble AaHHble — MNepcoHanbHble [aHHble, OO0CTYn
HeorpaHWYeHHOro Kpyra nuuy, K KOTopbiM NpeaocTaBfieH ¢ cornacus cybbekta nepcoHanb-
HbIX AaHHbIX UKW Ha KOTOpble B COOTBETCTBUM C bedeparnbHbIMU 3aKOHaMU He pacnpo-
cTpaHsieTca TpeboBaHme cobniogeHns KoHMaeHUManbHOCTMU.

OnepaTtop (nepcoHanbHbIX AaHHbIX) — rOCYAAPCTBEHHbIM OpraH, MyHULMNArbHbIN
opraH, ropuandeckoe nnm mnsnmyeckoe nNuuo, opraHnsytoee n (unn) ocyulecTenstowiee obpa-
BOTKy nepcoHarnbHbIX AaHHbIX, a Takke onpeaensowme Lenm n cogepxaHmne obpaboTtkm nep-
COHanbHbIX JAHHbIX.

TexHnyeckne cpeacTtBa MHPOPMALMOHHOW CUCTEMbl MNEpPCOHaNbHbIX AaH-
HbIX — CPeACTBa BbIYUCIIUTENBHON TEXHUKKU, MH(POPMALMOHHO-BBIMUCTIUTENBHBIE KOMIMMEKCHI U
CeTwn, CPEACTBa M CUCTEMbI Nepeaaydm, npvema n obpabotkm MNOH (cpeacrtsa n CUCTEMbI 3BYKO3a-
M1cK, 3BYKOYCUIEHMS, 3BYKOBOCMPOM3BEAEHMS, NEPEroBOPHbIE N TENEBU3NOHHBIE YCTPOMCTBA,
CPeLCTBa U3rOTOBMEHUS, TUPAXKUPOBAHNS OKYMEHTOB U pyrve TEXHUYeCKue cpeacraa obpabort-
KN peyeBou, rpadpmyeckon, Buaeo- n BykBeHHO-LUMPOBOM MHpopMmaumm), NporpaMMHble CPeacT-
Ba (ONepaumoHHbIE CUCTEMbI, CUCTEMbI yrpaBneHnsa 6asaMmm AaHHbIX M T.M.), CPEACTBA 3aLUUTbI
nHpopMaLmK, NPUMEHSIEMbIE B MHCPOPMALIMOHHBIX CUCTEMAX.

MepexBatr (MHdOpMaLUK) — HeENpaBOMEPHOE MOfyyYeHne uHdopmaumm C UC-
NONb30BaHNEM TEXHUYECKOro CpeacTBa, OcyllecTBndawoLwero obHapyxeHue, npuem n ob-
paboTKy MHPOPMATUBHbLIX CUrHAMNOB.

MepcoHanbHble faHHble — Nbas MHpopmaums, OTHOCALLAACS K onpeaerieHHoOMY
Unn onpeaensieMoMy Ha OCHOBaHWM TakoW MHopMaumm uandeckomy nuuy (CyObekTy
nepcoHanbHbIX AaHHbIX), B TOM Yucne ero hamunusi, UMsi, OTHECTBO, rof, Mecsu, Agata u
MEeCTO pPOXAeHUs, agpec, CeEMenHoe, couunarnbHoOe, UMYLLECTBEHHOE MonoXeHne, obpaso-
BaHue, npodeccusi, 4oxoapl, Apyras nHpopmaums.

MoGoYHbIe 3NMEeKTPOMArHUTHbIe M3NYYeHUS U HaABOAKW — INEeKTPOMarHUTHbIE
N3Ny4YeHnss TEXHUYECKMX CPeaAcTB 0OpaboTkM 3almaeMon nHopmauun, BO3HUKaoLme
Kak NoGoYHOE SIBMEHNE N Bbi3BaHHbLIE SNEKTPUYECKMMN CUrHANamm, 4eNCTBYOWNMN B NX
SNEKTPUYECKUX U MArHUTHBIX LIENsX, a Takke 3NeKTPOMarHUTHbIE HABOAKN 3TUX CUrHanoB

Ha ToKonpoBoaALIne NMMHNN, KOHCTPYKUUW 1 Uenn NMTaHnA.

7



MonutuKka «4YMcTOoro crtona» — KOMMMEKC OPraHn3auMoOHHbIX MEepPONPUATUNA, KOH-
TPONMPYIOLLMX OTCYTCTBUE 3anuncbiBaHMa Ha BGymMaxkHble HOCUTENW Kryen n atpmbytos
AocTtyna (naponen) n xpaHeHunsa nx B6nmsm o6bLeKToB JOCTyNa.

NMonb3oBaTtenb MH(POPMaALMOHHON CUCTEMbI NEPCOHaNbHbIX AaHHbIX — NALO,
yyacTtBylowee B (PyHKLMOHMPOBAHUMN MHAOPMALNOHHOM CUCTEMbI NEPCOHASbHbBIX AAaHHbIX
NN ncnonbaytollee pesynbTaTbl ee PYHKUMOHMPOBaHUS.

MpaBuna pasrpaHU4eHusi 4OCTyNna — COBOKYMNHOCTb NpaBur, pernameHTUpYyoLLnX
npaBa goctyna cybbekToB JOCTyna K o6bekTam gocTtyna.

MporpaMmMHasa 3aknagka — Ko nporpamMmbl, NpegHaMepeHHO BHECEHHbIN B MpO-
rpamMmy C Lenbl OCYLEeCTBUTb YTEYKY, U3BMEHUTb, BNOKMpPOBaTb, YHUUTOXNTb MHGOpPMa-
LMIO UIN YHUYTOXNUTb U MOAMMUMPOBaTbL NporpammHoe obecneveHme MHPopPMaLMOHHON
CUCTEMbI NePCOHanbHbIX AaHHbIX 1 (MnNKn) 6noknpoBaTh annapaTHble cpeacTBa.

MporpammHoe (nNporpaMmMHO-MaTeMaTU4eckoe) BO3AEUCTBUE — HECAHKLMO-
HMpPOBaHHOE BO3AEWCTBME Ha PecypCbl aBTOMATU3MPOBaHHOW MHAOPMALMOHHOW CUCTe-
Mbl, OCYLLIECTBNSIEMOE C UCMOMb30BaHNEM BPEAOHOCHbIX MPOrpaMm.

PackpbiTve nepcoHanbHbIX AAaHHbIX — YMbILWSIEHHOE UMW ClyYanHoe HapyLleHue
KOH(MAEHUMANbHOCTM NEepPCOHanbHbIX aHHbIX.

PacnpoctpaHeHue nepcoHanbHbIX AaHHbIX — AENCTBUSA, HanpaBneHHble Ha ne-
pefayy nepcoHarnbHbIX AaHHbIX OnpedeneHHoOMy Kpyry nuy (nepejadya nepcoHanbHbIX
AaHHbIX) UM Ha O3HAKOMJSIEHME C NepcoHarbHbIMW OAHHBIMW HEOrpPaHUYEHHOro Kpyra
nuy, B TOM yucne obHapogoBaHWe MepcoHarnbHbIX OaHHbIX B CpeacTBaxX MacCOBOW WH-
dopmaunn, pasmelleHne B MHPOPMAaLNOHHO-TENEKOMMYHUKALUMOHHBLIX CETSIX Unu npe-
AOCTaBrieHne 4oCTyna K nepcoHarnbHbiM AaHHbIM KakKUM-MB0 MHbIM crnocobom.

Pecypc nHdopMaLMOHHON CUCTEMbI — MMEHOBAHHbBINA 3M1EMEHT CUCTEMHOIO, Npu-
KnagHoro unu annapatHoro obecneyeHnst PyHKUNMOHNUPOBAHMUS MHAOPMALMOHHOW CuUcTe-
Mbl.

CneumnanbHble KaTeropum nepcoHasbHbIX AaHHbIX — NMepcoHarnbHble [aHHbIe,
KacatoLimecs pacoBOW, HaLMOHaNbHON NPUHAANEXHOCTU, NONIMTUYECKNX B3rMSA0B, penuv-
MO3HbIX NN PUNOCOGCKNX YOEXAEHNIN, COCTOSIHUS 300POBbA U MHTUMHOWN XXU3HU CyOb-
eKTa NepcoHanbHbIX AaHHbIX.

CpeAacTBa BbIMUCINTENBHOW TEXHUKU — COBOKYMHOCTb MPOrPaMMHbIX M TEXHUYECKUX
3reMeHTOB cucTeM 06paboTku AaHHbIX, CMOCOBHBIX (PYHKLMOHMPOBATL CAMOCTOATENBHO UMK B
cocTaBe ApYyrux CUCTEM.

Cybbekt pocTtyna (CyOobekT)— nvMuo unuM npouecc, OEUCTBUS KOTOpPOro per-

JTAMEHTUPYIOTCA npaBuiiaMn pa3rpaHn4eHna gocTyna.



TexHU4YecKnn KaHan yTeyku MHopmMaLmum — COBOKYNHOCTb HOCUTENSA MHCbopMaLIMn
(cpenctBa 06paboTkn), dmsnyeckon cpegbl pacnpocTpaHeHUss MHAOPMATMBHOMO CurHana wu
CPeacTB, KOTOPbIMU A06bIBaETCS 3alumLlaemMast MHopmaums.

TpaHcrpaHMyHas nepegaya nepcoHanbHbIX AaHHbIX — Nepejadya nepcoHarib-
HbIX JaHHbIX ornepaTopom Yepes [ocyaapcTBeHHy rpaHugy Poccuinckon denepaumm op-
raHy BfacTuM WMHOCTPaAHHOro rocyaapcrea, U3ndeckoMmy Wnn puandeckomy nuuy UHO-
CTPaHHOro rocygapcraa.

Yrpo3bl 6e30MacHOCTU NepCOoHanbHbIX AAHHbIX — COBOKYMHOCTb YCMOBUA U dhakTo-
POB, CO3[aOLLMX OMACHOCTb HECAHKLMOHMPOBAHHOTO, B TOM Y1CH e CryYanHoro, AOCTyna K nep-
COHarbHbIM aHHbIM, Pe3yribTaToM KOTOPOro MOXET CTaTb YHUYTOXEHWE, U3MEeHeHme, BrokmMpo-
BaHWe, KOMMpoBaHMe, pacnpocTpaHeHne NepcoHasibHbIX AaHHbIX, a Takke UHbIX HECaHKLUMOHNPO-
BaHHbIX AENCTBUN NPy nx 06paboTke B MHOOPMAaLMOHHON CUCTEME MEPCOHArbHbIX AaHHbIX.

YHUUYTOXEHME NnepCoHanbHbIX AAaHHbIX — JENCTBUSA, B pesyrbTaTe KOTOPbIX HEBO3-
MOXXHO BOCCTaHOBUTb CoAepKaHUe nepcoHaribHbIX AaHHbIX B MHOOPMaLMOHHON cucteMe nepco-
HamnbHbIX JaHHbIX UK B pesyrbTaTe KOTOPbIX YHUYTOXAKOTCS MaTepuarnbHble HOcUTenu nep-
COHarnbHbIX JAHHbIX.

YTeuka (3awmwaemon) uHchpoOpMaumMM NO TeXHUMYECKUM KaHaram — HEKOH-
TpOnMpyemoe pacnpocTpaHeHue MHgopmMaumm OT HOCUTENs 3almaeMon nHopmaummn vyepes
domsnyeckyro cpeay A0 TEXHNYECKOro CpeacTBa, OCYLLECTBNSAIOLLErO nepexsaT MHopMaLmu.

YupexaeHue — YnpaBrneHne obpaszoBaHus.

YA3BUMMOCTb — criabocTb B CPeAcTBax 3alyThbl, KOTOPYHO MOXHO UCMONb30BaTh AN Ha-
PYLLEHUSA CUCTEMbI UM COOEPXKALLENCH B HEN MHpopmaLmi.

LlenocTtHOCTb MH(popMaLMKM — CNOCOBHOCTb CPeACTBa BbIMUCIIUTENBHON TEXHUKA Ui
aBTOMaTU3MPOBAHHOM CUCTEMbI OBECTeUMBaTL HEM3MEHHOCTb MHCPOPMaLIMK B YCIIOBUSAX Cryvait-

HOrO W/ NPeaHaMEPEHHOTO UCKAXKEHUS (Pa3pyLLEHNS).



OBO3HA4YEHUA N COKPALLUEHUA
ABC — aHTuBMpYCHbIE CpeacTBa
APM — aBTOMaTU3MpOBaHHOE paboyee MecTo
BTCC — BcrnomoraTenbHble TEXHUYECKNE CpeacTBa U CUCTEMBI
WCIOH — nHpopMaumoHHas cnuctema nepcoHasbHbIX aHHbIX
K3 — koHTponnpyemas 3oHa
JIBC — nokanbHas BblYMCNUTENBbHAs CETb
M3 — mexceTeBoM 3KpaH
HC[ — HeCaHKUMOHNPOBaHHbLIN OCTYN
OC - onepaupmoHHas cucrema
MOH — nepcoHanbHble AaHHbIe
MMB — nporpamMmmHo-mMaTeMaTn4eckoe BO3aencTeme
MO — nporpammHoe obecrneveHne
M3MWH — noboyHble rekTpoMarHUTHLIE U3MNYYEeHUS 1 HABOKU
CA3 — cuctema aHanusa 3awmLeHHOCTU
C3W — cpencTtBa 3awmThl MHOPMaL MM
C3MNAH — cuctema (noacuctemMa) 3aLlmTbl NEPCOHasbHbIX AaHHbIX
COB — cuctema obHapy>XeHUs1 BTOPXKEeHUN
TKYW — TexHn4yeckme kaHasbl yTeYku nHdopmMaLmm

YBIMOH — yrpo3bl 6e30NacHOCTM NEPCOHANbHbIX AAaHHbIX
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BBEOEHUE

Hactosawas KoHuenuus wnHdopmaumoHHon 6GesonacHoctn WCIIOH YnpaBnenus
obpasoBaHua ([danee - YuypexgeHus), ansetcs oduumnanbHbIM JOKYMEHTOM, B KOTOPOM
onpegeneHa cuctema B3rnaaoB Ha obecneyeHne nHpopMaunoHHoM GesonacHocTn Yupe-
XOeHus.

HeobxoanmocTtb paspabotkm KoHuenuum obycrnoBneHa CTpeMUTENbHbIM pacLlunpe-
HUeM cdepbl MPUMEHEHUS HOBENLINX NHAOPMAaLMOHHBIX TEXHOMOMMMU N NPOLIECCOB B YY-
pexaeHnsax, npn obpaboTke MHpopmaumm BoodLLe, U NepCoHanbHbIX AaHHbIX B YaCTHO-
CTW.

Hactosiwaa KoHuenumnsa onpefensieT OCHOBHblE Lenn U 3afayn, a Takke obLyyto
cTpaTernto NOCTPOEHUSI CUCTEMbBI 3aLMThbl NepcoHanbHblX AaHHbIX (C3IMOH) YupexaeHus.
KoHuenuns onpegensieT ocHoBHble TpeboBaHUA M 6Gas3oBble NOAXO4bl K UX peanuaauumu,
AN OOCTUKeHMA TpebyeMoro ypoBHsa 6e3onacHoCT MHGopMaumu.

KoHuenuna paspaboTaHa B COOTBETCTBMU C CUCTEMHbIM MOAXOAOM K obecneve-
HUIO MHGOPMaLMOHHON GesonacHocTu. CUCTeMHbIM Noaxod npeanonaraeT NpoBeaeHue
KOMMIeKca MepOonpuUsaTUIA, BKIHOYaKOLWMX UccnenoBaHMe Yyrpo3 MHgopMaunmoHHon 6e3o-
MacHOCTU M pa3paboTKy cuctembl 3awmnTbl MH, C NO3NMUUKN KOMMNEKCHOIO MPUMEHEHNS
TEXHUYECKMX M OpraHM3auMoHHbIX MEP U CPEACTB 3aLUMThI.

Moa nHdopmaunoHHon GesonacHocTbio [H NOHMMaeTcs 3aWuLEHHOCTb Nepco-
HanbHbIX AaHHbIX U obpabaTbiBatlolien X MHAPPACTPYKTYype OT NMIOOLIX CryyYamHbIX Ui
31I0HaMepEHHbIX BO3OENCTBUI, Pe3yribTaTOM KOTOPbIX MOXET sIBUTbCA HaHECEeHue yLiep-
6a camon nHdpopmauuu, ee Bnagensuam (cydbektam MNOH) nnu nHpacTpyktype. 3agayuu
MHOPMaLMOHHOM BEe30MacHOCTN CBOAATCA K MUHMMM3aUuKM yuiepba oT BO3MOXHOW pea-
nmnsaumm yrpo3 6esonacHocTtu MNMOH, a Takke K NPOrHO3NPOBaHUIO U NpefoTBpPaLLEHUIO Ta-
KMX BO3OENCTBUN.

KoHuenuusa cny>xmt ocHoBOW Ansi pa3paboTkyM KOMMneKkca opraHn3aumoHHbIX U Tex-
HUYECKUX Mep no obecneyeHunto nHpopmMaumMoHHON 6e30nacHOCTN YUpexaeHui, a Takke
HOPMaTUBHbIX U METOAMYECKUX LOKYMEHTOB, obecrneymBalolmx ee peanusaumio, U He
npegnonaraetT nogMeHbl OYHKUUIN rocygapCTBEHHbIX opraHoB Bnactn Poccunckon dene-
pauuu, oTBevawwmx 3a obecnedeHne 6Ge30NaCHOCTM WMHAPOPMALMNOHHBLIX TEXHOSOMMIN U
3awmTy nHdopmauuu.

KoHuenuna aBnaeTca MeTogonorn4eckon OCHOBOM ANs:

- (bopMmnpoBaHMa 1 NpoBeeHNs eauHON NonNuTUKKM B obnactu obecneyeHnsa 6e3o-

nacHoctu MNOH B UCIMNOH YupexaeHus;
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- MPUHATUSA YNpaBfeHYeCKNX pelleHnrn u pa3paboTku npakTU4ecKUx Mep no BO-
nnoweHno nonutukn 6esonacHoctn MNOH 1 BbIPabOTKM KOMMNEKCa COrfacoBaHHbIX Mep
HOPMaTUBHO-NPABOBOrO, TEXHOIOMMYECKOrO N OpraHn3auMOHHO-TEXHUYECKOrO Xapakrepa,
HanpaBfEeHHbIX Ha BbISABNEHWE, OTPaXXeHue M NUKBMAAUMIO MOCMEeACTBMMA peanuaauun
pasnun4yHbIX BUAoB yrpo3s MNOH;

- KOOpAMHAUMM AEeATEeNbHOCTU CTPYKTYPHbIX nogpasfeneHun YupexaeHus npu
npoBegeHMn pabot no passutuio K akcnnyataumm UCIOH ¢ cobniogeHnem TpeboBaHum
obecneyenus 6esonacHocTu MNOH;

- pa3paboTkn nNpenrioXXeHun rno COBEPLUEHCTBOBAHMIO MPaBOBOro, HOPMAaTUBHOIO,
METOLMYECKOrO, TEXHUYECKOrO U opraHnsaumoHHoro obecnedeHna 6esonacHocty MNOH B
NCIMOH YypexaeHus.

O6nacTtb npumeHeHna KoHuenuun pacnpoCcTpaHseTcsl Ha BCE YYpeXOAeHUs MMEto-
LUMe OTHOLWIEHME K cucTeme obpasoBaHus TaMMbIPCKOro MyHMUMMNANbHOIO panoHa, 3KC-
nnyaTupylowme TexHmyeckme n nporpaMmmible cpeacrtea VUCIOH, B KOTOPbIX OCyLLEeCTBNSA-
eTca aBToMmaTuampoBaHHas obpaboTtka NH, a Takke Ha noapasgeneHuns, ocywecTBsao-
LuMe conpoBoXaeHune, obcnyxmaHne n obecneyeHne HopmManbHOrO PYHKLMOHUPOBAHMS
NCIMan.

MpaBoBon 6Gason gns paspaboTkm HacTosiwen KoHuenuuu cnyxat TpeboBaHus
aencTeyowmnx B Poccnn 3akoHogaTenbHbIX U HOPMATMBHbBIX OKYMEHTOB N0 06eCcneyYeHunio

BGesonacHoCcTM nepcoHarnbHbIX AaHHbIX (MOH).
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1 O6wwue nonoxeHus

Hactosiwaa KoHuenuna onpefensieT OCHOBHblE Lenu M 3afayn, a Takke obLyyto
cTpaTernto NOCTPOEHUS CUCTEMbBI 3aLMTbl NepcoHanbHblX AaHHbIX (C3MOH) YypexaeHus,
B cootBeTcTBUMM C lNMepevHem UNCTOH. KoHuenums onpenensieT oCHOBHblE TpeboBaHUsA U
6asoBble NOAXOAbl K UX peanusaumu, onsa JOCTUXeHns Tpebyemoro ypoBHS B6e3onacHoOCTH
MHopMauuu.

C3lNOn npeacraBnsietr cobon COBOKYMHOCTb OPraHU3aunOHHbIX U TEXHUYECKUX Me-
ponpuaTnn gna sawutel MNOH OT HeNpaBOMEPHOro UMK Criy4anHoro A4octyna K HUM, YHUY-
TOXEHUs, U3MeHeHusi, BNoKMpOoBaHUA, KOMMpOBaHWUA, pacnpocTpaHeHusa [lMOH, a Takxke
WHbIX HEMPaBOMEPHbIX AEACTBUIA C HUMM.

Be3onacHoOCTb nNepcoHanbHbIX OaHHbIX OOCTUraeTcst NyTeM WUCKIHYEHUS] HeCaHK-
LUMOHMPOBAHHOIO, B TOM YMCIe Cry4yanHoro, 4OCTyna K NepcoHarnbHbIM JaHHbIM, pe3yrb-
TaTOM KOTOPOro MOXET CTaTb YHUYTOXEHue, U3MeHeHue, BrokMpoBaHue, KonMpoBaHue,
pacnpocTpaHeHne NepcoHanbHbIX AaHHbIX, @ TaKKe WHbIX HECAHKLUMOHMPOBAHHbIX OENCT-
BUN.

CTtpykTtypa, coctaB n ocHOBHble doyHKUmMM C3IOH onpegensoTca NCXoas U3 Kracca
NCMNAOH. C3MNOH BKkNtoYaeT OpraHM3auMoOHHbIE MEpPbl U TEXHUYECKME CPeacTBa 3aluuTbl
nHpopmauumn (B ToM umncne wmndpoBanbHble (Kpuntorpadudeckue) cpeacrtea, cpeacrtea
npeaoTBpaLleHns HeCaHKUMOHMPOBAHHOMO A0CTyna, YTeYkn MHopMauum no TexHude-
CKMM KaHaram, nporpaMMHO-TEXHUYECKNX BO3OENCTBUN Ha TeXHUYeCKne cpeacrtesa obpa-
6otkm MNOH), a Takke ucnonb3lyembie B MH(POPMALMOHHON cCUCTEME WHAPOPMALMOHHbIE
TEXHOMOIMMW.

TN Mepbl NpU3BaHbI obecneunTb:

- KOH(huaeHUManbHOCTb NHAOPMaLUK (3amuTa OT HECAHKLMOHNPOBAHHOIO O3Ha-

KOMMeHns);

- LleNIOCTHOCTb MHpopMauun (akTyarnbHOCTb M HEMPOTMBOPEYMBOCTL MHGpopMa-

unun, ee 3allneHHOCTb OT pa3pyleHnd N HeCaHKUMOHNPOBAHHOIO I/I3MeHeHI/I$I);

- AOCTYNHOCTb I/IH(*)OpMaLI,I/II/I (BO3MO)KHOCTb 3a rfnpuemMnemMmoe BpemMA MOoJTyyHnTb

Tpebyemyo MHPOPMAaLIMOHHYIO YCITyry).

Craguu co3panus C3IOH BkntoyatoT:

- NpeanpoeKkTHasa cTtaaus, BKMYawwasa npegnpoektHoe obceneposaHve VCTOH,
pa3paboTKy TEXHNYECKOro (YaCTHOro TEXHNYECKOr0) 3aaHns Ha ee co3aaHue;
- CTagma NpoekTnpoBaHna (pa3paboTkm npoektoB) u peanusauun UCIIOH, Bknto-

vawwasn paspabotky C3IMNOH B coctaBe NCT1H;
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- cTagna BeBoga B gencteme C3MNOH, BKMoyarowasi ONbITHYK 3JKCnnyaTauuio U
npuemMo-caaToYHble UCMbITaHUS CPEeACTB 3alumThl MHOPMaLUK, a TakKe OLEHKY COOTBET-

cteusa NCINOH TpeboBaHmnsm 6e3onacHOCTN MHopmaumn.

OpraHusaunoHHble Mepbl NpeaycMaTpuBaloT co3faHne 1 nogaep)xaHue npaBoBOK
6a3bl 6e3onacHocTu MNOH 1 paspaboTky (BBEeAEHWE B AENCTBUE) NPeaYCMOTPEHHbIX [onun-
TMKONW  WMHopmaumnoHHon 6BesonacHoctn WCIIOH  cnegyowmx  OopraHM3alMOHHO-

pacrnopsanTesibHbIX JOKYMEHTOB:
- MnaH meponpuaTum no obecneveHmto 3awmTbl MNMOAH npn nx obpabotke B UCTMOH;
- MnaH meponpuaTUn No KOHTposto obecneyeHuns 3awmTbl MNOH;

- Mopsagok pesepBMpoBaHns 1 BoccTaHoBneHus pabotocnocobHoctn TC m MO, 6a3

JaHHbIX n C3U;

- [lomkHoCcTHas uHCTpykuma agMmmnHuctpatopa NCIOH B yactn obecnevennsa 6e3o-

nacHoctu MNMOH npu nx obpabdoTtke B NCIOH;

- [lJomkHOCTHas MHCTPYKUMSa agMmnHucTpaTtopa 6e3onacHoctn VCTOH;

- JomkHocTHass uHcTpykuua nonb3oBatens WCIOH B yactn obecneveHnsa 6eso-
nacHoctu MNMOH npu nx obpadoTtke B NCIOH;

- IHCTpyKUMA Ha criydan BO3HUKHOBEHMUSI BHELLUTATHOM CUTyaLun,

- PekomeHgauumn no Mcnonb30BaHM0 NpOrpaMMHbIX M annapaTHbIX CPeacTB 3alun-

Tbl MHOPMALINNA.

TexHuyeckne Mepbl 3alWUTbl PeanuayTcss NpY NMOMOLLM COOTBETCTBYHOLUMX MpPO-
rPaMMHO-TEXHUYECKUX CPEACTB U METOA0B 3aLUThl.
MepeyeHb HeOBXOOANMbIX Mep 3alLMTbl MHCpOpMaUMK onpeaensieTcs no pesyrnbTa-

Tam BHYTpeHHen npoBepkn 6esonacHocTn NCIOH YupexaeHus.
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2 3apaun C3MNAH

OcHoBHon uenbto C3MNOH aBngeTca MuHUMU3auus yuiepba oT BO3MOXHOW peanu-
3aumm yrpos 6esonacHoctum MNAH.

[na pocTmkeHuss OCHOBHOM uenu cuctema 6esonacHoctu MAH WCIOH gomkHa
obecneunBatb ahPEKTUBHOE peELLEHNE CrneayoLnX 3agay:

- 3alWmTy OT BMeLLaTenbcTBa B npouecc pyHkunoHnposaHms ACIOH NnOCTOPOHHNX
nuy, (BO3MOXHOCTb mcnonb3oBaHus AC 1 JOCTyn K ee pecypcaM OO0SMKHbI UMETb TOJSbKO
3aperncTpupoBaHHble YCTaHOBSIEHHLIM MOPAAKOM MNONb30BaTeNN);

- pasrpaHuyeHne OocTyna 3aperMcTpupoBaHHbIX Mofb3oBaTenen K annapaTHbIM,
nporpaMmmHbIM 1 MHGOpMaLMoHHbIM pecypcam VCTOH (BO3MOXHOCTb OOCTyNa TOSIbKO K
TEM pecypcam W BbINOSIHEHNSA TOMBbKO TEX Onepaumn C HUMKU, KOTopble HEOBXO4MMbI KOH-
KpeTHbIM nonb3oBatenam NCIOH ana BbINOMHEHNSA CBOMX CNYXEOHbIX 0693aHHOCTEN), TO
€CTb 3alUnTy OT HECAHKLMOHNPOBAHHOIO JOCTyna:

a) K MHopmauuu, umpkynupytowlein B UCIMOH;

0) cpeacTBam BbluncnMTensHoN TexHukn NCIOH;

B) annapaTHbIM, NPOrpaMMHbIM U KpUNTorpadpMyeckum cpeacTBaM 3aluThl,
ncnonb3yemsiMm B CTH;

- peructpauuio 4ercTBUN nosib3oBaTenen Npyu UCNoSib30BaHUM 3allmulaeMbiX pe-
cypcoB VCI1H B CUCTEMHbBIX XXypHanax u Nepnoguyeckmii KOHTPONb KOPPEKTHOCTU Oen-
CTBUI Nonb3oBaTesNien CUCTEMbI MyTEM aHanu3a CoOAepXXMMOro 3TUX XXypHaros;

- KOHTPOSb LENoCTHOCTM (obecnevyeHne HeM3MEHHOCTU) cpeabl UCMOSTHEHUS MpPo-
rpamMm 1 ee BOCCTaHOBIIEHUE B CriyYae HapyLUEHWS;

- 3alWMTY OT HEeCaHKLMOHUPOBAHHOW MOAUMUKALMM U KOHTPOSb LIENOCTHOCTU UC-
nonb3yembix B UCIOH nporpaMMHbIX CpeacTB, a Takke 3aliuTy CUCTEMbI OT BHEAPEHUS
HeCaHKUMOHNPOBAHHbLIX NPOrpamm;

- 3awmty MOH OT yTeykn No TEXHUYECKMM KaHanam npu ee obpaboTke, XxpaHeHUN K
nepegaye no KaHanam CBs3u;

- 3awmTty MNOH, XxpaHumon, obpabaTbiBaeMon 1 nepegaBaemMon rno KaHanam CBsi3u,
OT HECAHKLMOHMPOBAHHOIO pasrnalleHns U NCKaXKEHWS;

- obecneyveHne XuMByYeCTM Kpuntorpadmyecknx CpPeacTB 3alimTbl UHGOpMauum
npwv KOMNpoMeTaumm YacTu Knto4YeBON CUCTEMBI,

- CBOEBPEMEHHOE BbISIBIEHNE UCTOYHMKOB Yrpo3 6esonacHocTu MOH, NpuymrH n yc-
noBun, CcnocoObCTBYKOLWMX HaHeceHuto yuiepba cybbektam [[OH, co3gaHve mexaHuama

onepaTUBHOIO pearmpoBaHus Ha yrpo3bl 6esonacHocTy MNOH 1 HeraTUBHbIE TEHOEHUNN;
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- cO3[aHue YCnoBui AN MUHUMU3AUMM U foKanusaumMm HaHocumoro yuiepba He-
npaBoOMepPHbIMU AEUCTBUAMN (DU3NYECKUX U HOPUONYECKMX NUL, OcnabneHne HeraTMBHOMO

BNUSIHUA N NNKBNOALNSA NOCNeacTBUN HapyLweHnd GesonacHocTH MAn.
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3 O6beKTbI 3aWMUThI
3.1 NMepeyeHb MHGOPMALIMOHHBLIX CUCTEM
B YupexgeHun npounsBoamtca obpaboTka nepCcoHanbHbIX AAaHHbIX B MHAOpMaLU-
OHHbIX cuctema 06paboTkm nepcoHanbHbIX AaHHbIX (UCIOH).
MepeveHb VCTIOH onpepensieTcss Ha ocHoBaHum OT4eTa Mo pesynbTaTaM BHYT-

pPEeHHEN NPOBEPKN.

3.2 NepeyeHb 0GHLEKTOB 3aWUThbI
Ob6bekTamun 3awmTbl ABNAOTCA — MHGOpMauums, obpabatbiBaemaa B VICIOH, u
TexHuyeckue cpeacrtea ee 06paboTku n 3awmTbl. NepeyeHb NepcoHanbHbIX AaHHbIX, NOA-
nexatume sawuTe, onpeaeneH B lNepeyHe nepcoHanbHbIX AaHHbIX, NoAfexXalmx 3awuTe
B NCIMA.

O6beKTbl 3aLMTbl BKIHOYaIOT:

1) O6pabaTbiBaemasn MHOpMaLIMS.

2) TexHonornyeckasi HgopMaLys.

3) MporpammHo-TeXHMYeCKe cpeacTea o6paboTku.

4) Cpepnctea sawmtsl MOH.

5) Kananbl MHgopMaLMOHHOro o6MeHa 1 TENEeKOMMYHMUKaLMK.

6) O6beKTbI M NOMELLEHNS!, B KOTOPbIX pa3MelLieHbl KOMMOHeHTbl CTOH.
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4 Knaccudukauma nonb3osatenen UCMNOH

Monb3oBatenem VCIOH aBNsieTcsa nuuo, yyacteyowee B OYHKUMOHUPOBAHUN UH-
(POPMaLMOHHON CUCTEMbI MEPCOHArbHbIX AaHHbIX UK UcCnonb3ylowee pesynbTaTtbl ee
dyHKUMoHUpoBaHus. MNonb3osaTtenem VCIOH aBnseTcs nobon COTPYAHUK YUpexaeHus,
nmetowmn goctyn kK UCIMNOH n ee pecypcam B COOTBETCTBUN C YCTAHOBIIEHHbLIM NOPSLKOM,
B COOTBETCTBUMN C €ro PyHKUNOHaNbHbIMM 0653aHHOCTSIMW.

Monb3oatenu NCIOH genaTtcs Ha TPy OCHOBHbIE KaTeropuu:

1) AamunnctpaTtop UCMOH. CoTpyOHWUKM YUpeaeHUs, KOTopble 3aHUMaloTCs Ha-
CTPOWKOW, BHEAPEHNEM U conpoBoOXaeHnem cuctemol. Aamunuctpatop CIMOH obnagaet
crneayroLwuM ypoBHEM JocTyna:

- obnagaeT NONHOM MHpopMaunen 0 CUCTEMHOM M NPUKNAQHOM NporpaMmm-

Hom obecneyveHun NCTOH;

- obrnagaeT NosIHOM MHpopMaUnen O TEXHUYECKUX CpencTBax U KOHQUry-
paunm NCT10H;
- UMeeT AOCTYMN KO BCEM TEXHUYECKUM cpeacteam obpaboTkn nHdopmaumm

n aaHHbim NCTOH;

- obnagaeT npaBamMn KOHUrypnpoBaHMa U agMUHUCTPATUBHOW HACTPOWMKM

TexHudeckux cpeacts NCTOH.

2) MporpammucTt-paspabotunk NCMOH. CoTpyaHUKM YUpexaeHust Ui CTOPOHHIMX
opraHuMsauun, KoTopble 3aHMMalrTcs pa3paboTkon nporpammHoro obecnedenus. Paspa-
6otuuk VICIOH obnagaeT cneayowmm ypoBHEM JOCTyna:

- obnagaeT mHdopmaumen o6 anropuTMax M nporpammax obpaboTku MH-
dopmauum Ha NCTOH;
- obnagaeT BO3MOXHOCTSIMU BHECEHUSA OLIMBOK, HeaeKnapupoBaHHbIX BO3-

MOXHOCTEW, NPOrpaMMHbIX 3aKnagoK, BPEOOHOCHbIX MporpaMm B MpOrpaMmHoe

obecneyveHne NCIOH Ha cTaguun ee pa3paboTkun, BHEAPEHNSA N CONPOBOXAEHUS;

- MOXeT pacnonaratb fnobbiMu dparmMeHTaMmm UHopmauunm O ToNosorMm

NCIMOH n TexHnyecknx cpeacreax obpabotku n 3awmtsl MNOH, obpabaTbiBaeMbIX B

nCngn.

3) Onepatop VCIMOH. CoTpyOHVKM noapasaeneHnii YUpexaeHus y4acTByoWwmx B
npouecce akcnnyatauum WCIMOH. Onepatop UCIOH oGnagaeTt cnegylowmmMm ypOBHEM

gocTyna:
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- obnagaeTr BceMm HeobxoaumMbIMW aTpubyTamu (Hanpumep, naponem),

obecneymBaoLLMMmM OCTYN K HEKOTOpoMY nogmMHoxecTsy MOH;

- pacnonaraeT KoHuaeHUManbHbIMU AaHHBIMKY, K KOTOPbIM UMEET AOCTYM.
KaTeropun nonb3oBaTtenen A0fmkHbl ObiTb onpegeneHol ana kaxgown WCIIOH.
[OmMKHO ObITb YTOYHEHO pasgeneHne COTPYAHWKOB BHYTPWU KaTeropuim, B COOTBETCTBUM C
TMNamu nonb3oBaTenen onpeneneHHbiMuy B Nonntmnke nHpopmaumoHHom 6e30nacHoOCTM.
Bce BbIsiBNEHHbIE rpynnbl Nonb3oBaTenen otpaxatotrca B OTyeTe No pesynbrartam
BHYTpeHHen npoBepkn. Ha ocHoBaHun OTyeTa onpeaenstoTcsa npaBa JOCTyna K dreMeH-
Tam VCIOH anga Bcex rpynn nonb3oBartenien u otpaxatotca B MaTtpuue goctyna B Nono-

XEeHUN O pa3rpaHn4eHnn npas OOCTyna K O6pa6aTbIBaeMblM nepcoHaribHbIM JaHHbIM.
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5 OcHOBHbIe NPUHLMMNLI NTOCTPOEHUA CUCTEMbI KOMMMEKCHOMW 3aWunThl MHopmaumm
MocTtpoeHne cuctembl obecneyeHms 6esonacHocTun MOAH NCIMOH YupexaeHus n ee
PYHKUMOHUPOBAHME LOMKHbI OCYLLECTBAATLCA B COOTBETCTBUM CO CreayHLUMM OCHOB-

HbIMW NPUHLMNAMMU:
- 3aKOHHOCTb;
- CUCTEMHOCTb;
- KOMMMNEKCHOCTb;
- HEMNPEpPbIBHOCTh;
- CBOEBPEMEHHOCTb;
- NPEEeMCTBEHHOCTb U HEMPEPbLIBHOCTb COBEPLLEHCTBOBAHWS;
- NepcoHarnbHas OTBETCTBEHHOCTb;
- MMHUMM3ALMSA NOSTHOMOYNIA;
- B3anMOOeNCTBME U COTPYAHNYECTBO;
- TMOKOCTb CUCTEMBI 3aLLUUTHI;
- OTKPbITOCTb anropuTMOB U MEXaHU3MOB 3aLLUThI;
- MPOCTOTa NPUMEHEHUS CPEACTB 3aLUUThbI;
- Hay4yHast 060CHOBaHHOCTb M TEXHUYECKas peann3yemMocTb;
- cneumanusaums 1 NpodeccMoHanunsam;

- 0683aTENBHOCTb KOHTPONA.

5.1 3akoHHOCTb
lMpegnonaraetT ocywlecTBreHne 3aluTHbIX MeponpuaTun mn paspabotky C3IMOH
YypexgeHus B COOTBETCTBMM C AEUCTBYHOLLMM 3aKOHOL4ATENbLCTBOM B Obnactu 3almTbl
MOH n gpyrux HOpMaTUBHbLIX aKTOB No 6e30nacHOCTM MHAOPMaLNK, YTBEPXKAEHHbBIX Opra-
HaMu rocya4apCcTBEHHOM BacTy 1 ynpaseHns B npeaenax nx KOMneTeHumnu.
Monb3oBatenu n obenyxmnearowmn nepcoHan MO UCIOH YypexgeHus SOMKHbI
ObITb OCBE4OMIIEHbI O Nopsiake paboThbl C 3alMLaeMon nHpopmaumen n o6 OTBETCTBEH-

HocTK 3a 3awmnTbl MNOH.

5.2 CucrteMHocTb
CuctemHbin nogxof k noctpoeHuto C3MNOH YupexaeHuna npegnonaraeT yyeT BCeX
B3aMMOCBA3aHHbIX, B3aUMOAENCTBYIOLLMX N U3MEHSIIOLLNXCA BO BPEMEHWN 3NIEMEHTOB, YC-
noBuk 1M PakToOpOB, CYLUECTBEHHO 3HAYMMbIX AOS11 NMOHUMAHUA U pelleHus npobnemsbl

obecneyvenus 6esonacHocTtu MNAH NCTMOH YupexaeHus.
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Mpn co3gaHmMm cucTeMbl 3alMThl OOSPKHbI YYMTbIBATbCS BCe cnabble n Hanbonee
ysi3BUMble MecTa cuctembl obpaboTkm MNOH, a Takke xapakTep, BO3MOXHble OObEKTbI U
HanpaBfieHMsI aTak Ha CUCTEMY CO CTOPOHbI HapyLlumTenen (0CobeHHO BbICOKOKBaANMuLm-
POBaHHbIX 3MOYMbILIEHHMKOB), MYTU MPOHUKHOBEHUSI B pacnpenerieHHble CUCTEMbI U
HCO k nHdopmauyumn. Cuctema s3awmnTbl AOSDKHA CTPOUTLCS C Y4€TOM He TOSbKO BCEX U3-
BECTHbIX KaHarnoB npoHukHoBeHna n HC[I k nHgopmauumn, HO U C y4eTOM BO3MOXHOCTU

nosAsBJsieHUd npnHUMnmasibHO HOBbIX nyTe|7| peann3aunmn yrpos Ge3onacHocTMw.

5.3 KomnnekcHocTb

KomnnekcHoe mcnonb3oBaHWe MeTOAOB W CPeACTB 3aluMThbl npeanonaraeT corna-
COBaHHOE NPUMEHEHME Pas3HOPOAHbIX CPEACTB MPU NOCTPOEHUN LLENOCTHOM CUCTEMBI 3a-
LWNTBI, NepeKpbiBaloLen BCe CyLLEeCTBEHHbIE (3Ha4YMMbIe) KaHanbl peanusaumm yrpos u He
cogepxallen crnabblXx MECT Ha CTbIKax OTAENbHbIX €€ KOMMNOHEHTOB.

3awmta gormKkHa CTPOUTbCS SLLENOHMPOBaAHO. [ns KaXaoro kaHana yTedkn WH-
dopmaumm 1 ansa Kaxgow yrposbl 6e30MacHOCTM AO0SMKHO CyLleCTBOBaTb HECKOSbKO 3a-
LWNTHBIX pybexen. CosgaHne 3almnTHbIX pybexen ocyLecTBNAeTCs C y4eTOM TOro, YTobbI
ANS MX NpeofofieHnst NMOoTeHUnarnbHOMY 3MOYyMbILWNEHHUKY TpeboBanucb npodeccuno-
HanbHble HaBbIKN B HECKONbKMX HEB3aMMOCBA3aHHbIX 0bnacTax.

BHewHsaa 3awmta gomkHa obecneunBaTbcsa pmnandeckumm cpeacreamm, opraHm3a-
UWMOHHBLIMW 1 NpaBoBbIMKU Mepamu. OgHMM 13 Hanbosee yKpenseHHbIX pybexen npusBaHbl
ObITb CpeacTBa KpunTorpauyeckon 3alumTbl, peanm3oBaHHble C UCMOSTIb30BaAHNEM TEXHO-
norun VPN. [MpuknagHon ypoBEHb 3aliuTbl, YYUTbIBAKOLLMA OCOOEHHOCTM NpPEeaMETHOM

obnacTtu, NnpeactaBnseT BHYTPEHHUN pybex 3amThbl.

5.4 HenpepbliBHOCTb 3awmTbi NMOH

3awwmTa MNOH — He pa3oBoe MeponpusaTUE N He NpOoCTasi COBOKYNHOCTb NPOBeAEH-
HbIX MEPONPUATUIA N YCTAHOBMEHHbLIX CPEACTB 3alUnTbl, 8 HENPEPbIBHbIN LieneHanpasieH-
HbI npouecc, npegnonaratolmnii NPUHATME COOTBETCTBYIOLMX MEP Ha BCEX dTanax Xus-
HeHHoro umkna ACTOH.

WCIOH AOMKHbI HAaXoauTbCs B 3alMLLEHHOM COCTOSHWM Ha MPOTSXKEHUN BCErO
BpeMEHU UX (PYHKUMOHMPOBaHUsA. B COOTBETCTBUM C 3TUM MPUHLUMUNOM OOSKHbI NPUHU-
MaTbCsa Mepbl N0 HegonylweHuto nepexoaa NCIOH B He3awuLweHHOe COCTOsIHUE.

BonbWNHCTBY (PU3NYECKUX U TEXHUYECKMX CPeacTB 3awuTbl Ans adpdeKTUBHOro
BbIMOSIHEHUSA CBOUX (PYHKLMN HEOBXO0aMMA MOCTOSIHHAA TeXHUYecKass U opraHu3aumoHHas
(aamMuHMCTpaTMBHAA) NogaepXkka (CBoeBpeMeHHasi cMeHa n obecnevyeHne npaBUSIbHOMO
XpaHeHUs N NpUMMEeHEeHUs UMEeH, napornen, Kroyen WngpoBaHua, nepeonpegerneHme nos-

HoMouuni 1 T.n.). MNMepepbiBbl B paboTe cpeacTB 3awmuTbl MOTyT GbiTb MCMNONb30BaHbI 3510-
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YMbILUNEHHUKaMN AN aHanu3a npuMeHaeMbIX MeTO40B U CPpeacTB 3aluTbl, ANs BHeape-
HWA cneyunanbHbIX NPOrpaMMHbIX U annapaTHbIX "3aknagok" n apyrux cpencrs npeogone-

HUA CUCTEMBbI 3aLlnTbl NOCJ1€ BOCCTAHOBJIEHUA €€ prHKLI,VIOHI/IpOBaHVIFl.

5.5 CBoeBpeMeHHOCTb

Mpegnonaraet ynpexaawLwwmin xapaktep mep obecneveHms 6esonacHoctn MNOH, TO
€CTb NOCTaHOBKY 3agay no komnnekcHon 3awmute UCIMOH n peanusauuio mep obecnevye-
Hua 6esonacHocTn MNOH Ha paHHMX cTaguax paspabotkn CTIOH B uenom n ee cuctemsl
3aWwnTbl MHOPMaLMN, B HAaCTHOCTMU.

PaspaboTka cuctembl 3aliMTbl OOSDKHA BECTUCb MNapannesnibHo ¢ pas3paboTkon u
pasBMTMEM CaMOW 3alUMLLIAEMON CUCTEMbl. OTO NO3BOMUT yyYecTb TpeboBaHua Gesonac-
HOCTW NPW NPOEKTMPOBAHUN apXUTEKTYPbl N, B KOHEYHOM cyeTe, co3gaTtb bonee addek-

TUBHbIE (KakK Mo 3aTpaTam pecypcoB, Tak M MO CTOMKOCTW) 3aLUMULLEHHbIE CUCTEMBI.

5.6 NMpeeMcTBEHHOCTL M COBEpLUEHCTBOBaHNe
MpegnonaratoT NOCTOSIHHOE COBEPLUEHCTBOBaAHME MeEP U CPeacTB 3awuTbl MHGOP-
MauuM Ha OCHOBE NPEEMCTBEHHOCTU OPraHn3auUMOHHbIX N TEXHUYECKUX PELUEHNIN, Kaapo-
BOro cocrtaBa, aHanmsa gyHkumoHuposaHus CIMOH 1 ee cuctemMbl 3aWmnTbl C y4€TOM U3-
MEHEHU B METOAAX M CpeacTBax nepexsara MHdopmMmauumn, HopMmaTUBHbIX TpeboBaHMin No

3almTe, OCTUrHYTOrO OTEYECTBEHHOTO M 3apy6eXHOro onbiTa B 3To obnacTu.

5.7 NepcoHanbHas OTBETCTBEHHOCTb
lMpennonaraet Bo3noxeHne OTBETCTBEHHOCTM 3a obecneveHune 6e3onacHocTy MNMAOH
N cuctemMbl nx 06paboTKM Ha Kakgoro COTpyaHUKa B npegenax ero nonHomoumn. B coot-
BETCTBUM C 3TMM MPUHLUMMNOM pacnpenerneHne npae u obs3aHHOCTEN COTPYOHUKOB CTPO-
NTCs Taknm obpasom, 4Tobbl B cnyyae noboro HapyLeHust Kpyr BUHOBHMKOB Obln YeTKO

n3BecCTteH nnn ceeageH K MUHMMyMmy.

5.8 MpuHLMN MMHUMM3aLUN NOTHOMOYUNA
OsHavaeT npegocTaBneHne nosib3oBaTesiiM MUHMMAarbHbIX MpaB AocTyna B COOT-
BETCTBMM C NPOU3BOACTBEHHOMW HEOOXOAMMOCTbLIO, HA OCHOBE MPUHUMNA «BCE, YTO HEe
paspeLlueHo, 3anpeLyeHo.
Hoctyn k MNMOH gormkeH NpeaoCTaBnsaTbCS TOMNbKO B TOM crydae u ob6beme, ecnu aT1o

Heobxoanmo COTPYOHUKY O5nA BbINOJIHEHUA €ro OJTXHOCTHbIX obsa3zaHHOCTEN.

5.9 BzaumopgencTBMe U COTPYAHNYECTBO
Mpegnonaraet co3gaHne GnaronpuaTHOM atmocdepbl B KOMMeKTUBax noapasne-
nenun, obecneumsarowmx geatensHoctb VCTOH YupexaeHus, ans CHUXEHUS1 BEPOATHO-

CTWU BO3HUMKHOBEHUS HErATUBHbIX ENCTBUN CBA3AHHbIX C YEN0BEYECKNUM (*)aKTOpOM.
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B Takon obcTaHoBKe COTPYyAHWKN OOJ1KHblI OCO3HaHHO cobniogaTtb yCTaHOBJ1EHHbIE
npaBsuiia N OKa3blBaTb cogencTeme B OeSATENbHOCTH no,u,pas,u,eneHMVl TEXHMYECKOW 3alLiu-

Tbl UHOPMALINNA.

5.10 MmbkocTb cuctembl 3awmThbl MOH
MpuHATbIE Mepbl U YCTaAHOBMEHHbIE CpeacTBa 3alUTbl, OCOOEHHO B HayanbHbIM
nepuoa ux akcnnyartauuu, moryt obecneumBaTtb Kak Ype3MepHbIA, Tak U HEAOCTaTOYHbIN
ypOBeHb 3awnTbl. [ns obecneyeHns BO3MOXHOCTM BapbUPOBaHMS YPOBHEM 3aLLMLLEHHO-
CTW, CpeAcTBa 3alunTbl OMKHbI 0bnagaTtb onpeaeneHHon rmokocTblo. OCOBEHHO BaXKHbIM
9TO CBOWCTBO SIBNSIETCA B Te€X Cry4vasix, Koraa yCTaHOBKY CPeacTB 3aluTbl HE06Xoanmo
OCYLLECTBNATb Ha paboTaloLyo CUCTEMY, HE HapyLlas npouecca ee HOpManbHOro oyHk-

LUNOHNPOBaAHUA.

5.11 OTKpbLITOCTL aNropUTMOB U MEXAaHU3MOB 3aLUUThbI
CyTb NpuHUMNA OTKPLITOCTM anropuTMOB U MEXaHU3MOB 3alLMTbl COCTOUT B TOM,
YTO 3alMTa He JoSkHa obecneynBaTbCs TOMBbKO 3a CHET CeKPEeTHOCTU CTPYKTYPHOW opra-
HM3aLUMM N anropuTMOB (PYHKLIMOHMPOBAHMS ee noacucteMm. 3HaHWe anroputMoB paboThbl
CUCTEMbI 3alUTbl HE OOSMKHO AaBaTb BO3MOXHOCTM €€ NPEOAOoNeHus (gake aBTopam).
OpHako, 3TO He O3Ha4yaeT, YTo MH(OPMAaLUS O KOHKPETHOW cUCTeMe 3aluTbl LOSPKHA

ObITb 06LWeaocTynHa.

5.12 NpocToTa NnpUMeHeHUsa cpeacTB 3alUTbI

MexaHu3Mbl 3aWmThl JOMMKHbI ObITb MHTYUTUBHO MOHATHBI U MPOCTbLI B UCMONb30Ba-
HUKW. NpMeHeHne cpeacTB 3aWmnTbl HE AOMKHO ObITb CBS3aHO CO 3HAHWEM crneunanbHbIX
A3bIKOB MW C BbIMNOSIHEHNMEM OEUCTBUN, TPebyrowmx 3HaYMTENbHbIX OOMOMHUTESNbHbIX
Tpygo3artpatr npu o6bl4HOM paboTe 3apermcTpMpoBaHHbLIX YCTAHOBMEHHBLIM MOPSAKOM
nonb3oBaTtesien, a Takke He JOMMKHO TpeboBaTb OT NOSib3oBaTENS BbIMOMHEHUSA PYTUHHBIX
MarnonoHATHbIX eMy onepaunin (BBo4 HECKOSTbKMX Napofien u UMeH U T.4.).

[lorkHa aocTuratbCa aBToMaTu3aums MakCMManbHOro Yncra OencTBum nonb3oBa-

Tenen n agmuHucTpaTtopos NCIOH.

5.13 HayuyHass 060CHOBaHHOCTbL M TeXHUYECKas peanu3yemMmocTb
NHdopMaLMOHHbIE TEXHOMOMMK, TEXHUYECKME 1 NMporpamMmmHbIe cpeacTsa, CpeacTsa
MU Mepbl 3almMTbl MHPOPMAaLMM AOMKHbI BbiTb peanu3oBaHbl HA COBPEMEHHOM YpPOBHE
Pa3BUTUS HAYKU U TEXHUKM, HAyYHO 0BOCHOBAaHBLI C TOYKM 3PEHUSA OOCTMKEHUSA 3a4aHHOro
ypOBHSA 6e30MacHOCTM MHAOPMAaLMU U OOIMKHbI COOTBETCTBOBATbL YCTAHOBIEHHLIM HOp-

mam 1 TpeboBaHmam no 6esonacHocTu MAOH.
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C3lNAn gomkHa GbITb OPMEHTMPOBAHA Ha peLLeHUsi, BO3MOXHbIE PUCKM ANSA KOTO-
pbIX N Mepbl MPOTUBOAENCTBUS ITUM PUCKaM NPOLUIIM BCECTOPOHHIOK TEOPETUYECKYIO U

NpaKTU4eCcKyto NPOBEPKY.

5.14 Cneumanusaums u npodeccuoHanusm
MpeanonaraeT npuBredeHne K paspaboTke CPEACTB M peanus3auum Mep 3aluThbl
MHOPMaLMN Creumann3MpoBaHHbIX OpraHu3auuin, Haubornee MNOArOTOBMNEHHbIX K KOH-
KpEeTHOMY BWUAYy AesATeNnbHOCTU Mo obecnedveHuto GesonacHoctu OH, UMELWMX OnbIT
npakTu4yeckon paboTbl U rocydapCTBEHHYIO NMULIEH3UIO HA NMpaBO OKa3aHWsA YCryr B 3TOW
obnactn. Peanusauus aaMUHUCTPATUBHLIX MEP W 3KCMyaTauus CpeacTB 3allmTbl JOMK-

Ha OCYyLWeCTBNATbCA I'IpOCbeCCI/IOHaJ'IbHO noaroToBJiIeHHbIMU chieynannctamMmm y‘-lpe)K,D,eHI/IFI.

5.15 O6a3aTenbHOCTbL KOHTpONA

MpennonaraeT 06a3aTenbHOCTb M CBOEBPEMEHHOCTb BbISIBIIEHUS U MpeceYeHus
MOMNbITOK HapYyLUEHWUs! yCTaHOBMEHHbIX npasun obecneveHns 6esonacHoctu MOH Ha ocHo-
BE WCMOSMb3YEMbIX CUCTEM W CPEACTB 3alUThl MHGOPMALIMKM NPU COBEPLIEHCTBOBAHUN
KpUTEPUEB N METOA0B OLEHKN 3(PPEKTUBHOCTM ITUX CUCTEM U CPEACTB.

KoHTpOmb 3a AeATenbHOCTLIO N0GOro Nonb3oBaTens, KaXaoro CpeacTsa 3alumTbl U
B OTHOLLEHUM Mto60oro 06beKTa 3aLuMThbl JAOMHKEH OCYLLIECTBNATLCA HA OCHOBE NMPUMEHEHUS
CPEeaCTB OnepaTUBHOINO KOHTPOIMSA UM PerucTpaumum 1 OOMmKeH OXBaTbiBaTh Kak HECAHKLMO-

HUpoBaHHbIE, TaK N CAHKLUMOHUNPOBAHHbLIE AEencTBUs nonb3oBaTenen.
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6 Mepbl, MeTOAbI M cpeacTBa ob6ecneyeHust TpebyemMoro ypoBHS 3alUMULLEHHOCTH
Ob6ecneyeHne TpebyemMoro ypoBHS 3aLLMLLEHHOCTN LOJPKHOCTM AOCTUraTbCsl C UC-
nonb3oBaHMEM Mep, MEeTOAOB U cpeacTts GesonacHoctn. Bce mepbl obecnedeHus 6eso-

nacHoctn VCIOH nogpasgensatoTca Ha:

- 3aKoHoaTernbHble (NpaBoBbIe);

MOpPalribHO-3TUYECKNE;

OpraHuM3aumnoHHble (aaMUHUCTPATUBHLIE);

domsnyeckue;
- TEXHMYEeCKMe (annapaTHble U NporpaMMHbIE).
lMepeyeHb BbIbpaHHbLIX Mep obecnedeHus 6e3onacHOCTU oTpaxkaeTca B [naHe me-

pOI'IpI/IFITI/IIZ no obecneyeHmnto 3alnTbl nepcoHarnbHbIX AaHHbIX.

6.1 3akoHogaTenbHbIe (NPaBOBbIE) MepPbl 3aLUTLI
K npaBoBbIM Mepam 3aLLMTbl OTHOCATCA AEWCTBYHOLLME B CTPAHE 3aKOHbI, yKa3bl U
HOpMaTUBHbIE aKTbl, pernameHTupyowme npasuna obpawenusa ¢ MNOH, 3akpennawowme
npaBa M 006A3aHHOCTM Y4aCTHUKOB MHEOPMAaLMOHHBLIX OTHOLLEHUIN B npouecce ee obpa-
BOTKM M MCNOMb30BaHWS, a TaKkKe YyCTaHaBMNMBalLME OTBETCTBEHHOCTb 3a HapyLUEHWUS
3TUX NpaBui, NPENSTCTBYA TEM CaMbiM HEMNPABOMEPHOMY Mcnonb3oBaHuio MOH n aBnsito-

LUMecs caepXXmBaroLmnM akTopoM A51s NoTEHUManNbHbIX HAapyLIMTENEN.
MpaBoBble Mepbl 3aLMTbl HOCAT B OCHOBHOM YnpeXaatowmnin, NnpodmnakTuyeckmni
XapakTtep 1 TpebytoT NOCTOSAHHON pa3bsCHUTENbHOW paboTbl C Nonb3oBaTenamMu n obeny-

XnBawwmm nepcoHasrioMm CUCTEMBbI.

6.2 MopanbHO-3TU4YeCcK1Me Mepbl 3aLuThbl

K MopanbHO-3TU4ECKMM Mepam OTHOCATCS HOPMbl MOBEAEHUS, KOTOpble Tpaguum-
OHHO CMOXWNUCb UMK CKadblBalTCsA NOo Mepe pacnpocTpaHeHus 9BM B ctpaHe nnu ob-
LecTBe. AT HOpPMbI DOMbLUEN YaCTbio HE ABNAKTCA 00s3aTEeNbHbIMK, KaK 3akoHoA4aTeNb-
HO YTBEPXAEHHbIE HOPMATUBHbIE aKTbl, O4HAKO, UX HecobnoaeHne BegeT obbIYHO K na-
OEHUIO aBTopuTeTa, MpPecTuKa 4YeroBeka, rpynnbl Ay Mnu opraHudaumm. MopanbHo-
3TU4eCcKne HopMbl BbIBAlOT Kak HenncaHble (Hanpumep, obLenpusHaHHbIE HOPMbI YECTHO-
CTW, NaTpMOTM3Ma U T.M.), TaK N NUCaHble, TO ECTb OCPOPMIIEHHbIE B HEKOTOPbLIN CBOA (yC-
TaB) NpaBus UnNu nNpeanucaHum.

MopanbHO-3TU4eCKNne Mepbl 3aluUTbl ABAAIOTCA NpounakTuieckumm mn TpedytoT

NOCTOSIHHOM paGOTbI no co3gaHuo 300PpOBOIro MoparibHOro KrimMmata B KOJi1iekKtuBax noa-
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pasp,eneHMVl. Mopaano-amquKme Mepbl 3allnTbl CHMXAT BEPOATHOCTb BO3HUKHOBEHUA

HeraTUBHbIX ENCTBUN CBA3aHHbIX C YerloBe4YeCKMM (PaKTOPOM.

6.3 OpraHusauMoHHble (AAMUMHUCTPaATUBHbIE) Mepbl 3aLUTbI

OpraHusaunoHHble (agMUHUCTPaTMBHbBIE) Mepbl 3aLluUTbl - 3TO Mepbl OpraHu3auu-
OHHOrO XapakTtepa, perfiaMeHTupyrowme npoueccol pyHkunoHmposanus VCIOH, ncnons-
3oBaHue pecypcoB NCIOH, aeaTenbHOCTb 06CAy>KMBaKOLWEro NepcoHana, a Takke nops-
AOK B3anmopgencteusa nonb3dosatenen ¢ NCIMOH Takum obpasom, 4Tobbl B HambonbLuemn
CTENeHn 3aTPyAHUTb UMM UCKIIOYUTL BO3MOXHOCTb peanusaumm yrpo3 6e3onacHoCcTv unm
CHU3UTb pa3Mep NOTepb B Cliyyae ux peanusauumu.

MaBHasa uenb aZMUHUCTPATUBHBLIX Mep, NpeanpuHUMaeMbIX Ha BbiCLLEM YripaB-
NleHYeckoM ypoBHe — cdopmupoBaTb [lonuTuky mHdopmaumoHHon GesonacHoctu MOH
(oTpaxatowyo noaxodbl K 3awmrte nHpopmMmaumm) n obecnedntb ee BbINOSHEHWE, Bblge-
nssi HeoBXoANMbIE PeCYpPChbl U KOHTPONUPYS COCTOSHME Aen.

Peanusauusa MNonutukn nHgopmaumoHHon 6esonacHoctn MNAOH B UCIOH cocToar
M3 Mep agMMHUCTPATUBHOIO YPOBHA M OpPraHM3auMOHHbIX (NpouedypHbiX) Mep 3awuTbl
NHopMauuu.

K agMMHMCTpaTMBHOMY YPOBHIO OTHOCATCS peLUeHUs PyKOBOACTBA, 3aTparuvBato-
wre pgeatenoHoctb NCIOH B uenom. OTn pelleHus 3akpennsatTca B [NonuTtuke nHgop-
MauMOHHOW Be3onacHOCTU. [MprmMepomM Taknx peLieHnn MoryT OblTb:

- MPUHATUE peLLeHns 0 POPMUPOBAHUN NN NEPECMOTPE KOMMSIEKCHOW NporpamMmbl
obecneyveHuns 6esonacHocTu MNLH, onpegeneHne OTBETCTBEHHbLIX 3@ €€ peanusauuio;

- (hbopmynupoBaHue Lenen, NOCTaHOBKA 3ajad, onpegeneHne HanpaBneHun ges-
TenbHoCcTK B obnactu 6e3onacHoctu MNAOH;

- NMPUHATUE peLleHn No BonpocamM peanu3aumm nporpaMmmbl 6€30nacHOCTU, KOTO-
pble paccMaTpMBalOTCS Ha YPOBHE YUpexaeHus B Lenowm;

- obecneyeHne HopmaTMBHOM (NpaBoBon) 6a3bl BONpocos 6e3onacHOCTM U T.M.

MonuTtuka BepXHEro ypoBHA AOSMKHA YETKO OYepTUTb Chepy BIIMSHUS U OrpaHuye-
HUA Npu onpeneneHun uenen 6esonacHoctu MNOH, onpeaennTbe KakuMm pecypcamm (ma-
TepuarnbHble, NepcoHan) oHn ByayT OOCTUrHYTbl U HAUTU Pa3yMHbI KOMAPOMUCC MeXAY

npuemMnemMbiM ypoBHeM 6e3onacHoOCTU 1 pyHKunoHanbHocTbo CTOH.

Ha opraHusauMoHHOM ypOBHE OnpefensoTcs npoueaypbl U npasuna JOCTUXKEHUS
uenen n pewwenunsa 3agad MNMonutnkm nHopmaunoHHon 6esonacHocTu MOAH. 3Tn npasuna
onpenensioT:

- KakoBa obnacTb NpUMeHeHUs NonuTukKM 6esonacHocty MNOH;
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- KaKOBbl poOJin ” 00643aHHOCTM OOMKHOCTHbLIX NuL, OTBeYawwme 3a npoBegeHune

nonutnkn 6esonacHoctu MNAH, a Tak e Ux yCTaHOBUTb OTBETCTBEHHOCTb;
- KTO umeeT npasa goctyna K MNAH;
- KakKumMu Mepamu n cpegctesamm obecneumsaeTca 3awmrta MNAH;

- KaKMnMn Mepamm 1 cpeacrsamum obecneuynBaeTcs KOHTPOJIb 3a cobnogeHnem

BBEOEHHOIo pexunma GesonacHocTMw.

OpraHn3aunoHHble Mepbl AOMKHbI:

- npegycMmatpmBatb perfnameHT WHPOPMALMOHHBLIX OTHOLUEHUMW, WCKYaoLWmX
BO3MOXXHOCTb HECAHKLUMOHNPOBAHHbIX JEUCTBUN B OTHOLLEHNUN OOBEKTOB 3aLLMThI;

- onpenenatb KoarMuMOHHbIE N nepapxudeckme NpUHUMNbl U1 METOAbI pasrpaHuye-
Hua goctyna K MNOHx;

- onpenenatb Nopsaok paboThl C NPOrpaMMHO-MaTEMaATUYECKUMN N TEXHUYECKNMU
(annapaTtHble) cpeacTBaMm 3amnTbl U KPUNTO3aLWUTbl U APYrnX 3alNTHBIX MEXAHU3MOB;

- opraHu3oBaTb Mepbl npotnBoaencTems HCL nonb3oBaTtensamMu Ha aTanax ayTeH-
TUrKkaummn, asTopusaumu, mnageHTudukaumm, obecneymBaroMX rapaHTUM peanusauuu

npaB n oTBETCTBEHHOCTU Cy6'beKTOB VIHCbOpMaLI,MOHHbIX OTHOLUEHUN.

B opraHnM3aumoHHble Mepbl AOSKHbI COCTOSATb U3:

- pernamenTa goctyna B nomewieHnsa ACTMOH;

- NOPSAJOK AoMnycka COTPYOHMKOB K mMcnonb3oBaHuio pecypcoB VCTIOH Yupexae-
HUS;

- pernameHTa npoueccoB BeAeHNa 6a3 AaHHbIX M OCYyLLEeCTBNEeHUs MoamndmKaumm
MHAPOPMALMOHHBIX PECYPCOB;

- pernameHTa npoueccoB 0BCNYyXMBaHUA U OCYLLECTBNEHMS MoaudomkaumMm anna-
paTHbIX U NporpamMmmMHbIx pecypcoB NCIOH;

- MHCTpyKunin nons3doBatenen ACIMOH (agmuHncTpaTopa NCIOH, agMmuHucTpaTopa

6esonacHocTun, onepatopa NCIOR);

- MHCTPYKUKMA noJsib3oBaTeNA Npn BOSHMKHOBEHNN BHELUTATHbIX CVITyGLI,VIVI.

6.4 ®dusnyeckne Mepbl 3aLMUTbI
dusmyeckne Mepbl 3alUTbl OCHOBaHbI Ha MPMMEHEHUN pa3HOro poda MexaHuye-
CKUX, 3NEKTPO- MIN 3MEeKTPOHHO-MEXaHUYECKNX YCTPOWCTB U COOPYXEHWUI, crneumnanbHo

npegHa3HavYeHHbIX Ond co3gaHuA CbI/ISI/I‘-IeCKl/IX I'IpeI'IFITCTBVIVI Ha BO3MOXHbIX MYTAX MpPO-
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HUKHOBEHNA N OOCTYNa NOoTeHUuanbHbIX HapywmnTenenm K KOMNOHEHTaM CUCTEMbl U 3aLyum-
LLlaeMon MHopmauun, a Takke TEXHUYECKUX CPEACTB BM3yaribHOro HabnoaeHus, CBA3N U
OXpaHHOW CUrHanusaunm.

dunsnyeckas 3aumta 3gaHun, NOMeELLEHNN, O6BHEKTOB N CpeacTB MHGopmaTusaumm
AOJDKHA OCYLLEeCTBNATLCA NYyTEM YCTAHOBMEHUS COOTBETCTBYHOLLMX NOCTOB OXPaHbl, C No-
MOLLbIO TEXHUYECKUX CPeacTB OXpaHbl Mnu nwbbiMn apyrummn cnocobamu, npegoTspa-
LWaoLWUMN UN CYLLEeCTBEHHO 3aTPYOHSAIOWMMN MPOHUKHOBEHME B 3[aHue, NOoMeLLeHus
NOCTOPOHHMUX 1L, XULEHNE NH(POPMALIMOHHBIX HOCUTENEN, CaMUX CPeACTB MHGOopMaTu-
3aUnn, UCKIHYaKLWMMN HaXOXOEHNE BHYTPU KOHTPONMPYyEMON (OXpaHsiEMOWN) 30Hbl TeX-

HU4YeCKnX cpeancTB pa3BeKN.

6.5 AnnapaTHo-nporpammMHbie cpeacTsa 3awmTbl MOH

TexHnyeckne (annapaTHO-NPOrpaMmMHbIE) Mepbl 3aLMTbl OCHOBaHbI Ha MCMNONb30-
BaHUN Pa3fIUYHbIX AMEKTPOHHBIX YCTPOMUCTB U creumnasrbHbIX NporpaMmm, BXOOALWMUX B CO-
ctaB NCIOH 1 BbINOMHAKOLWMX (CAMOCTOATESNIbHO UM B KOMMSEKCe C ApYyrMMun cpencrea-
MU) OYHKUMKM 3awmnTbl (MOEHTUMUKaLUMIO N ayTeHTMduKaunio nonb3oBartenemn, pasrpaHu-
YyeHne OOCTyna K pecypcam, permcrtpauuio cobbliTnin, Kpuntorpadmnyeckoe 3akpbiTUe WH-
dopmaumm n 1.4.).

C yyetom Bcex TpeboBaHun M NpuHUUMNOB obecneveHna GesonacHoctu MOH B
NCIOH no BcemM HanpaBneHusiM 3aLlnTbl B COCTaB CUCTEMbI 3aLLMTbl OMMKHbI BbITb BKIHO-
YeHbl cregyoLlmne cpeacTaa:

- cpeacTBa MaeHTUduKauum (ono3HaBaHus) U ayTeHTUdukauum (NoaTBepPXKaeHUs
noanuHHocTun) nonb3oatenen NCIOH;

- CpeAcTBa pasrpaHuYeHns OOCTyna 3apermcTpupoBaHHbIX Monb3oBaTenen cucte-

Mbl K pecypcam NCIOH YupexaeHus;

- cpeacTBa obecneyeHns U KOHTPOMA LIENOCTHOCTU MPOorpamMMHbIX U MHGOpMaLm-
OHHbIX PECYPCOB;

- CpeAcTBa onepaTMBHOIO KOHTPOMSA U pernctpaumm cobbiTnin 6e3onacHoOCTU;

- Kpuntorpaduyeckune cpeactaa 3awmtbl [OH.

YcnewHoe npuMeHeHne TeXHMYECKNX CPeacTB 3alnTbl HA OCHOBAHUW NPUHLUMNOB
(pasgen 5) npegnonaraeT, YTO BbINOSIHEHNE NEepeYUCreHHbIX Hke TpeboBaHun obecne-
YEeHO OpraHM3auMOHHbIMK (AaOMUHUCTPATMBHBLIMK) MepamMu U MCMonb3yeMbiMn ursnye-

CKUMU cpencrBamMun 3alLnNThI.

- obecneyeHa duamyeckas LeNoCTHOCTb Bcex koMnoHeHT CTIOH;
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- Kaxabln coTpyaHuk (nonb3osatenb VCIIOH) unu rpynna nonb3oBatenen unmeet
YHUKaIbHOE CUCTEMHOE UMS U MUHUManbHO HeobxoauMble NS BbIMNOMHEHUS UM CBOWUX
PYHKUNOHasbHbIX 06593aHHOCTEN MOTHOMOYMSA MO AOCTYNY K pecypcamMm CUCTEMBI;

- B VCIMOH YuypexgeHus paspaboTka u oTnagka nporpaMmm OCyLLeCcTBMsieTcs 3a
npegenamu NCIOH, Ha ncnbiTaTenbHbIX CTEHOAX;

- BCE U3MEHEHUNA KOHUrypaumm TEXHUMYECKMX U nporpammHbix cpencts NCIOH
NPOU3BOAATCS CTPOro YCTAHOBMEHHbLIM MOPSAAKOM (PEMMCTPUPYIOTCS M KOHTPOSIMPYHOTCS)
TOMBKO Ha OCHOBAHUM Pacnopsi>XeHU pyKoBOACTBA YupexaeHus;

- ceTeBoe 06opynoBaHWe (KOHLEHTpPATOPbl, KOMMYTaTOpbl, MapLlpyTM3aTopbl U
T.N.) pacnonaraeTcs B MecTax, HeAOCTYMNHbIX AN NOCTOPOHHMX (CneuunarnbHbIX nomelle-
HUAX, WKadgax, 1 T.M.).

- cneumanuctTammn YupexaeHus ocyLlecTBNaeTCs HenpepbiBHOE yrnpaBneHne 1 aa-

MWHUCTPaTMBHAs noaaepkka OyHKLMOHMPOBaHUS CpeacTB 3allmThl.
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7 KoHTponb acpcpekTnBHOCTU cuctembl 3awmtbl UCMOH YupexaeHus

KoHTponb adpdpektBHocTn C3IMOH OormKeH OcyLlecTBNAeTCS Ha nepuoanyeckon
ocHoBe. Llenbio KOHTpons a(peKTUBHOCTU SABNSETCS CBOEBPEMEHHOE BbISIBIEHWE He-
Hagnexawux pexmmo paboTtbl C3MOH (OTkNOYeHMe CpeacTB 3aluTbl, HapyLleHne pe-
XWMOB 3alUNTbl, HECAHKLMOHMPOBAHHOE U3MEHEHNE pexuma 3awmnTbl U T.N.), a Tak nNpo-
rHO3MPOBAHWE N NPEBEHTUBHOE pearMpoBaHne Ha HoBble yrpo3bl 6e3onacHocTu MAOH.

KoHTponb MoOXeT npoBoAMTbCA Kak agMuHuctpatopamm 6esonacHoctn WCTIOH
(onepaTmBHbBIV KOHTPOSb B NpoLiecce nHdopmMaunoHHoro B3ammogencteusa B UCINOH), Tak
N NpyBrekaeMbiM/ ANg 3TON Lenv KOMNEeTEHTHbIMU OpraHu3aumsMn, UMeELWNMKN NMLEH-
310 Ha 3TOT BUA aesTtenbHocTn, a Takke PCTIK Poccun n ®Chb Poccumn B npegenax nx
KOMMeTEeHLMMW.

KOHTpONb MOXeT OCyLLeCTBAATLCA aAMUHUCTpATOpPOM 6e30MacHOCTU Kak C NOMO-
Wb LWTaTHbIX CPeACTB cucTeMbl 3awmTtbl [H, Tak 1 C NOMOLLbIO creumanbHbIX Mpo-
rPaMMHbIX CPEACTB KOHTPONS.

OueHka appekTnBHOCTU Mep 3awmThl MNMOH NpoBOANTCSA C UCNONb30BAHNEM TEXHU-
YECKMX WU NPOrpamMmMHbIX CPeACTB KOHTPOMsS Ha nNpeaMeT COOTBETCTBUS YCTAHOBMEHHbLIM

TpeboBaHUAM.
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8 Cdrepbl oTBeTCTBEHHOCTH 3a 6e3onacHocTb MOH

OTBETCTBEHHbBIM 3a pa3paboTKy Mep 1 KOHTPOISb Hag obecrneyeHmemM 6e3onacHoCTH
nepcoHanbHbIX AaHHbIX ABMSETCA pykoBoaUTENb YupexaeHus. PykoBogutenb MOXeET ae-
nernpoBaTb YacTb NOSIHOMOYNIA NO obecneyvyeHnto 6e30NacHOCTM NePCOHanbHbIX AHHbIX.

Cdepa OTBETCTBEHHOCTM pYyKOBOOMTENA BKMOYaeT criedylwme HanpasneHus
obecneyenus 6esonacHocTu MNOH:

- MnaHnpoBaHue n peanusauunsa mep no obecneveHmto 6esonacHocTn MAH;

- AHanus yrpo3s 6e3onacHocTtu MNOH;

- PaspaboTtky, BHeaApeHUe, KOHTPOSIb UCMOMHEHNA N NoAAepXaHne B akTyarnbHOM
COCTOSIHUM MONUTUK, PYKOBOALCTB, KOHUEenuuu, npouenyp, pernameHToB, UHCTPYKUUA W
APYrMx opraHn3aumMoHHbIX JOKYMEHTOB no obecneyeHunto 6e3onacHocTy;

- KoHTponb 3awmeHHocTn UT nHdpactpyktypbl KomnaHum ot yrpos Vb nytem;

- OBy4yeHne n nHpopmuposaHme nonb3osatenen WCIOH, o nopsgke paboTbl C
MOH n cpegctBamn 3aWmThl;

- npe}J,OTBpaLLI,eHI/Ie, BbisAABJ1IEHNE, pearnpoBaHne W paccnegoBaHue HaprJeHVIVI

6e3onacHocTu MNOH.

Mpn B3aumogencTBmnm co CTOPOHHMMU OpraHmM3auusiMm B criydasx, korga coTpyaHu-
Kam 9TUX opraHu3auuin npegoctaBnseTcs JocTyn K obbektam 3awmThbl (pasgen 3), ¢ aTu-
MU OpraHmsaumamMm OOSMKHO ObiTb 3akntoyeHo «CornaweHne o KoHmnaeHUnanbHOCTUY,
nnbo «CornaweHne o cobnogeHumn pexmnma 6esonacHoctu MOH npu BbINONHEHUN paboT
B CIMOH». MNMogrotoBka TMNOBLIX BAPUAHTOB 3TUX COrNalleHUn OCYLLECTBAETCS COBME-

cTHo ¢ OTaenom KagpoBoro n HOpMaTnMBHO-NPaBOBOIO obecneyeHus .
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9 Mogenb HapywuTensa 6e3onacHOCTH

Moa Hapywutenem B Y4YpexaeHun MoHMMaeTcs Nvuo, KOTopoe B pesynbTaTe
YMBILLUMIEHHbIX UMW HEYMBbILWMEHHbIX AENCTBUA MOXET HaHecTun yulepb obbekTam 3awuThl
(pasgen 3).

Hapywwutenu nogpasgensatoTcs no npusHaky npuHaanexHoctn Kk WCIMNOH. Bece Ha-
pylwmTenun aenaTca Ha Ase rpynnbl:

e BHELLUHME HapywuTenu — umamdeckne nuua, He MMmetowme npaea npeboiBa-
HUA Ha TEPPUTOPUN KOHTPONMPYEMOWN 30HbI, B Npeaesiax KoTopon pasMelLa-
eTtcqa obopynosaHue NCIOH;

e BHYTPEHHME HapywmTenun — usndeckme nuua, nverLlne npaso npeboiBa-
HUS Ha TEPPUTOPUN KOHTPOSNIMPYEMOW 30HbI, B Npeaenax KoTopon pasmMeLla-
eTtcqa obopynosaHue NCIOH.

Knaccudumkauma Hapywutenen npeactaesneHa B Mogenu yrpo3 6e3onacHoOCTU

nepcoHanbHbIX AaHHbIX Kaxgon NCIOH.
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10 Mogenb yrpos 6esonacHocTH
Ana UCIMNOH Y4ypexaeHus BblOENsTCA cneaylowmne OCHOBHble KaTeropum yrpos

6GesonacHocTn nepcoHarnbHbIX AaHHbIX:

1) Yrposbl OT yTEUKU MO TEXHUYECKUM KaHanam.
2) Yrposbl HeCaHKLMOHMPOBaHHOIO OOCTYyNa K MHopMaLmu:

- YIpo3bl YHUUTOXEHUS, XuLeHnst annapaTtHbix cpeacts VICTOH HocuTenen
MHopMauumn nytem dpuandeckoro goctyna k anementam NCI1H.

- Yrpo3bl XULWEHUS, HECAHKLNMOHMPOBaAHHOW MoauduKkaumm nnn 6rnokmposa-
HUA MHJOPMaLMK 3a cHeT HecaHKuMoHMpoBaHHoro goctyna (HC[) ¢ npumeHeHnem
nporpaMMHo-annapaTHbIX U NporpaMMHbIX cpeacTB (B TOM 4ucre nporpaMmmHO-
MaTemMaTU4YeCKUX BO3AENCTBUN).

- Yrpo3bl He npegHamMepeHHbIX AEWCTBUMM Mnosib3oBaTenen U HapyLlleHun
6esonacHocTn yHkunoHmposanms NCIOH n C3IMOH B ee cocTtaBe M3-3a cboeB B
nporpaMmmHOM obecrnedeHnn, a Takke OT yrpo3 HeaHTponoreHHoro (cboes annapa-
TYpbl M3-3a HEHaOEeXHOCTU 3dneMeHTOB, COoeB JNeKTpPonUTaHma) U CTUXMAHOIO
(yoapoB MOJSTHMI, NOXapOB, HABOAHEHUN U T.M.) XapakTepa.

- Yrpo3bl NpegHaMepeHHbIX 4ENCTBUN BHYTPEHHUX HapyLUUTENen.

- erosbl HEeCaHKUMOHMPOBAHHOIO AOCTYyMNa No KaHanamM CBA3N.

Onuncanune yrpos, BepoATHOCTb UX peann3aunn, onaCcHOCTb U aKTyalibHOCTb fnpen-

ctaBneHbl B Mogenu yrpo3 6e3o0nacHOCTM NepcoHarnbHbIX AaHHbIX kaxaon NCTOH.
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11 MexaHu3m peanusaumm KoHuenuum
Peanusauna KoHuenuuy gomkHa OCyLLECTBMNATLCA Ha OCHOBE NepCrneKTUBHBIX NPo-

rpaMmm 1 nj1iaHoB, KOTOPblE COCTABJIAKOTCA Ha OCHOBaHW U BO UCMOJIHEHUE!

- (bepepanbHbIX 3aKOHOB B obnactu obecneyeHnss MHpopmaumoHHon 6esonacHo-

CTWU 1 3aLWnTbl MHOPMaLNK;
- noctaHoBneHun NMpasutenbctea Poccurckon ®eagepaunu;

- PYKOBOSALLMX, OpraHn3aunoHHO-pacnopaanuTenbHbIX U METOOUYECKUX AOKYMEH-
ToB PCTIK Poccuu;

- notpebHocten VCIOH B cpeactBax obecneyeHuns 6e3onacHocT nHpopmaumu.
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12 Oxunpaembin acpbcpekT oT peanusaumm KoHuenumm

Peanusauus KoHuenuuu 6e3onacHoctu MNAH B UCIMNOH no3sonuT:

- OUEHUTb cocTosiHne ©esonacHoctn MHpopmaumm WCIOH, BbISIBUTb WUCTOYHMKK
BHYTPEHHMX M BHELUHUX Yrpo3 MHopMaumnoHHo 6e3onacHoCTK, onpeaenntb NpuopuTeT-
Hble HanpaBneHnsa NpeaoTBPaLLEHNS, OTPAXKEHUS N HENTPaNU3aLumm 3TUX yrpos;

- paspaboTtatb pacnopsguTenbHble U HOPMATMBHO-METOANYECKME LOOKYMEHTDI
npumeHuTensHo K CIMOH;

- NpoBecTu Kraccudpukaumo n ceptucpmkauuio NCIrian;

- NPOBECTW OPraHU3aLMOHHO-PEXUMHBIE N TEXHUYECKME MeponpusiTust no obecne-

yeHuto 6e3onacHoctm MNAOH B CIAH;
- obecneunTb Heo6XxoaMMbIV YpOBEHb 6E30MACHOCTN OO BHEKTOB 3aLLUTHI.
OcyuwiecTBneHne aTux mMeponpusatTuin obecneynt cosgaHve eguHOMW, LIeSTOCTHOW U

CKOOPANHUPOBAHHOW cMCTEMbl MHOopMaunoHHon 6esonacHoctn VCIOH 1 co3gacT ycrno-

BUS ANA ee ganbHenwero COoBeEpPLUEeHCTBOBAHUA.
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13 Cnucok ncnonb3oBaHHbIX UICTOYHMKOB

OCHOBHbIMM HOPMAaTUBHO-NPaBOBbIMX U METOOUYECKMMU LOKYMEHTAMWU, Ha KOTO-
pbix 6asnpyeTca HacTosiwee NonoxeHne aBnAKTCA:

1 ®epepanbHbii 3akoH oT 27.07.2006 r. Ne 152-03 «O nepcoHanbHbIX AaHHbIX»
(nanee — ®3 «O nepcoHanbHbIX AaHHbIX»), YCTaHaBAMBAOLNA OCHOBHbIE MPUHLNMLI K
ycnosusa obpaboTkm MNMOH, npaBa, 06513aHHOCTM N OTBETCTBEHHOCTb Y4AaCTHUKOB OTHOLLE-
HWUIN, CBsI3aHHbIX ¢ obpaboTkon MNOH.

2 «[MonoxeHne 06 obecnevyeHnn 6€30NacHOCTN NEPCOHanNbHbIX AaHHbIX NpU UX 06-
paboTke B MHGOPMALMOHHBLIX CUCTEMAaX MEPCOHaNbHbIX AAHHbIX», YyTBEpXaeHHoe [locTa-
HoBneHueM [lpasutensctea P® ot 17.11.2007 r. Ne 781.

3 «[Mopsagok npoBefeHMs Knaccudukaumm UHPOPMALMNOHHBIX CUCTEM NepCOoHarnb-
HbIX JaHHbIX», YTBEPXAEHHbIN coBMeCTHbIM [Mpnkazom PCTIK Poccum Ne 55, dCB Poc-
cvn Ne 86 n MunuHdopmcesasmn PO Ne 20 ot 13.02.2008 r.

4 «lMonoxeHne o6 ocobeHHOCTAX 06paboTkM NepcoHanbHbIX AaHHbIX, OCYLLEeCTB-
nsemomn 6e3 NCNonNb3oBaHUA CPeACTB aBTOMaTU3aUUnY, yTeepxaeHHoe lNMoctaHoBneHnem
MpaButenbctBa P® o1 15.09.2008 r. Ne 687.

5 «TpeboBaHua Kk MatepumarnbHbIM HOCUTENAM OMOMETPUYECKMX MNEPCOHANbHbIX
AAHHbBIX N TEXHOMNOMMAM XPaHEHUSA TakuUX OaHHbIX BHE MHGOPMALMOHHBIX CUCTEM NEPCO-
HamnbHbIX AaHHbIX», YyTBepXaeHHble NMocTaHoBneHnem [Npasutensctea PP ot 06.07.2008
r. Ne 512.

6 HopmaTmBHO-MeTOANYECKME OOKYMEHTbI PenepanbHon Crykbbl N0 TEXHUYECKO-
MY W 3KCnepTHOMY KOHTponto Poccuickon degepaumn (ganee - PCTIK Poccum) no obec-
neveHuto 6esonacHocTtu MNMOH npn nx obpabotke B NCIMOH:

7 PekomeHgaumm no obecneyeHunto 6€30nacHOCTN NepcoHanbHbIX AaHHbLIX NPU UX
0bpaboTke B MHPOPMALMOHHBLIX CUCTEMAX NEPCOHanbHbIX AaHHbIX, YTB. 3aM. gMpekTopa
dCTOK Poccmn 15.02.08 r. (ACIT)

8 OCHOBHblE MeponpusaTMS MO OpraHM3aumm n TexHnyeckomy obecneveHuto 6e30-
MacCHOCTU NepPCOHarbHbIX AaHHbIX, 0bpabaTbiBaeMbIX B MIHOPMAaLMOHHbLIX CUCTEMAaXx nep-
COHanbHbIX AaHHbIX, YTB. 3aMm. aupektopa PCTIK Poccun 15.02.08 r. (CI1)

9 basoBasa mogenb yrpo3 6e30nacHOCTN NepPCOHarbHbIX AAaHHbLIX NPU X obpaboTke
B MHGOPMAaUMOHHBLIX CUCTEMAax MNepCoHanbHbIX AaHHbIX, YTB. 3am. gupektopa ®PCTOK
Poccun 15.02.08 r. (OCIT)

10 MeToauka onpegeneHus aktyanbHblX yrpo3 6€e30nacHOCTM nepcoHarbHbIX AaH-
HbIX Npu nx o6paboTke B MHPOPMALMOHHBIX CUCTEMAX NEePCOHarnbHbIX AAaHHbIX, YTB. 3aMm.
anpekTopa PCTIK Poccum 15.02.08 r. (OCIT)
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